Electronic Commerce – A Managerial Perspective

chapter 1

infrastructure EC: networked computing

connects several computers and other electronics devices by telecommunication networks > users access information in stored in several places and communication / collaboration

- communications perspective: delivery of information, products/services, or payments over telephone lines, computer networks etc

- business process perspective: application of technology toward the automation of business transactions and workflow

- service perspective: cut service costs while improving the quality of goods and increasing the speed of service delivery

- online perspective: capability of buying and selling products and information on the Internet and other online services

commerce: transactions (buying and selling) between business partners

electronic commerce: commerce with electronic technology

e-business: buying and selling + servicing customers and collaborating with business partners and conducting electronic transactions within an organization.

boek: term EC wordt gebruikt als e-business, dus breed perspectief

def: emerging concept that describes the process of buying and selling or exchanging of products, services and information via computer networks including the Internet

internet: global networked environment

intranet: corporate network that functions with Internet technologies (browsers, Internet protocols)

extranet: network that links the intranets of business partners over the Internet

definitions:

- communications perspective

- business process perspective

- service perspective

- online perspective

pure <> partial EC

EC forms vary depending on the degree of digitization of the product/service, process, and delivery agent

zie : driedimentionaal model - blz 5

framework EC

zie : plaatje met 4 pilaren die de applications ondersteunen - blz 6

pilaren : people – public policy – technical standards and protocols – other organizations

applications :

- electronic markets : buying and selling goods/services

def market : network of interactions and relationships where information, products, services and payments are exchanged

def electronic market : idem, maar dan electronisch, geen gebouw maar network-based location where business actions occur - place where shoppers and sellers meet. buyers and sellers at different locations, don’t know each other - means of interconnection varies among parties or events between same parties - buyers and sellers negotiate

public networks

online service providers (market makers) 

B2B / B2C

- IOS InterOrganizational Systems : facilitating inter- and intra-organizational flow of information, communication and collaboration.

information flow among two or more organizations - efficient transaction processing - relationships are predetermined > no negotiation

ongoing relationships based on multiple transactions

public or private networks

value-added carriers instead of online service providers

communication network is predetermined

B2B

unified system that encompassing several business partners (company and its suppliers and/or customers) for routine business transactions, using prearranged formats > no telephone calls, paper documents, business correspondence

past : proprietary communications links

now : over the Internet

- customer service

types of IOS :

- EDI (secured B2B over VAN’s Value-Added Networks)

- extranets (over the Internet) B2C 

- electronic funds transfer

- electronic forms

- integrated messaging (e-mail / fax combined with EDI etc)

- shared databases (reduces time of communication / cooperative activities)

  over extranets

- supply chain management ( cooperation between a company and its suppliers and/or customers – demand forecasting, inventory management, orders fulfillment > reduce inventories, speed shipments, enable just-in-time manufacturing

classification nature of transaction

- B2B : IOS transactions / electronic market transactions between organizations

- B2C : retail / individual shoppers

- C2C : classifieds / auction sites

- C2B : individuals selling to organizations

- nonbusiness EC : academic institutions, non-profit – religious organizations

- intrabusiness organizational EC : intranets (products, training, cost-reduction activities)

history EC

- 1970 EFT Electronic Fund Transfer

- EDI

- telecommunication applications

- internet Electronic Commerce

major disciplines EC

- marketing 

general : cost benefits of advertisements / advertisement strategies

specific EC : online marketing / interactive kiosks

-  computer sciences 

languages, multimedia, networks, intelligent agents

- consumer behavior and psychology

relationship between buyer en seller in B2C

- finance

banks are participants in EC / online transactions

- economics

wederzijdse beinvloeding

- MIS Management of Information Systems 

information systems department verantwoordelijk voor EC

- accounting and auditing

cost-benefit justification

- management

nieuwe aanpak voor dit nieuwe gebied

- business law and ethics

belang voor global markets

- others

linguistics, robotics, sensory systems, operations research / management science, statistics, public policy, administration

interest to : engineering, health care, communication, entertainment publishing

future EC

nu nog weinig grote winsten, wel schaalvergroting van verkopen die in 2002 wel winst moeten gaan genereren.

benefits EC to organizations

- national and international markets (at low costs)

- no paper-based information / electronisch betalen is goedkoper

- specialized businesses

- reduced inventories and overhead (pull type supply chain management)

- extensive customization of products and services

- EC reduces the time between the outlay of capital and the receipt of products and services

- EC initiatives business processes reengineering > higher productivity

- lowers telecommunication costs (Internet is cheaper than VAN’s)

- improved image, customer service, new business partners, simplified processes, compressed cycle and delivery time. reduced transportation costs and increased flexibility

benefits EC to customers

- shopping 24/7, any location

- more choices (vendors, products)

- comparisons > less expensive

- digital products > quick delivery (downloads)

- quick information 

- virtual auctions

- interaction with other customers

- competition > discounts

benefits EC to society

- telewerken (less traffic)

- lower prices > higher standard of living for poor people

- third world / rural areas can order products and education

- delivery of public services (health care, education, government social service) at reduced cost / improved quality

limitations EC

technical :

- lack of security, reliability, standards, communication protocols

- lack of bandwidth

- software tools are evolving and changing

- integration Internet / EC with existing applications and databases

- need for special web servers and infrastructure

- some EC software is incompatible with hardware, OS etc

technical limitations will lessen in future

non-technical

- cost and justification

- security and privacy (B2C)

- lack of trust and user resistance (faceless sellers, paperless transactions, electronic money)

- lack of touch and feel

  - legal issues, government regulations, standards

  - EC is evolving and changing rapidly

  - not enough service

  - not enough sellers / buyers

  - breakdown of human relationships

  - Internet is inaccessible of expensive

driving forces EC

critical response activities : quick traditional and innovative actions

extended supply chain : interaction among a company and its suppliers, customers etc

business pressures

market / economic pressures

- strong competition

- global economy

- regional trade agreements

- low labor costs in some countries

- changes in the market

- increased power of consumers

societal en environmental pressures

- changing nature of workforce

- government deregulations

- shrinking government subsidies

- increased importance legal and ethical issues

- increased social responsibility of organizations

- rapid political changes

technological pressures

- rapid technological obsolence

- increased innovations and new technologies

- information overload

- rapid decline in technology cost versus performance ratio

model van Levitt

gebaseerd op stabiliteit van een organisatie. Als één van de onderdelen veranderd, kan dit de hele organisatie beinvloeden en instabiel maken.

categories responses :

- strategic systems for competitive advantage

increase market share, beter negotiate with suppliers, prevent competitors from entering into their territory

- continuous improvement efforts

productivity / quality

- business process reengineering (BPR)

major innovation in the organization’s structure and the way it conducts the business

affects technological, human, organizational dimensions 

EC supports BPR :

- reducing cycle time and time to market (important for increasing productivity and competitiveness

- empowerment  of employees and collaborative work

empowerment: concept of self-directed teams

information technology > decentralization of decision-making and authority / simultaneously support centralized control.

- knowledge management

extranet / internet

- business alliances

types: sharing resources / establishing permanent supplier-company relationships / joint research efforts / temporary joint venture (specific time-limited mission – virtual cooperation)

keiretsu: more permanent type of business alliance that links manufacturers, suppliers, and financial corporations.

impact of EC

* improving direct marketing

traditional: mail order / telephone

B2C:

  - product promotion: direct, information-rich, and interactive contact with customers

  - new sales channels: new distribution channels for existing products

  - direct savings: compared to traditional DM / digitized products (downloadable)

  - reduced cycle time: delivery of digitized products is quicker / less administration

  - customer service: customers find detailed information online / intelligent agents answer e-mails

  - brand of corporate image: newcomers can establish corporate images quickly

- other marketing related impacts

  - customization: example Dell

  - advertisement: one-to-one instead of mass advertisement

  - ordering systems: improved and less mistakes / quickly routed orders / customers compute costs online

  - markets: digital instead of physical markets

shareware, freeware, pay-as-you-use software

customer’s convenience: any place / any time – availability of products – cheaper products

* transforming organizations

- technology and organizational learning

EC > quick learning / new organizational approaches

- changing nature of work

reduce staff to core of essential employees

outsourcing to other countries (low wages)

IT employees are flexible, keep learning en have flex-jobs (also teleworking) > people are most valuable asset.

* redefining organizations

- product capabilities

  - new products / existing products customized in innovative ways

  - collecting costumer data

  - customized products at retail prices quickly manufactured

- new business models

EC effects whole business and industries

impacts on manufacturing

from mass production to customized, just-in-time manufacturing

production systems are integrated with finance, marketing, and other functional systems and with business partners and customers

impact on finance and accounting

EC requires special finance and accounting systems

electronic cash complicated because of legal and international issues

back office: actions triggered by executing an order

day trading: online trading by individuals

impact on resource management, training, and education

training and education: distance learning

managerial issues related to EC

- is it real? Yes!

- evaluate business pressures 

- company’s strategy toward EC (lead – wait – experiment)

- learn EC (books, internet, task force in your organization)

- ethical issues (can differ from one to another country, important for image company and moral employees)

chapter 2

B2B <> B2C consumer oriented marketing

direct marketing: directly contact customers

actively advertise the company web site: 

- electronic directories (shopping malls or e-malls)

  - electronic distributors (responsible for order fulfillment)

  - electronic broker (only search for companies)

first: companies advertised physical stores on their web sites

later: electronic commerce (security and search)

today: enhance competitiveness in harmony with existing marketing channels

global <> regional marketing

forecasts

- large varieties due to lack of historical data

- kind of items sold (physical stuff <> digital stuff)

 - brand

 - hard goods > digitized goods

 - security guarantee from reliable knows vendors

 - cheap items

 - repetitively purchased items

 - commodities with standard specifications

 - demonstration by video

 - packaged items

retail: satisfactory merchandise, service, promotion, and convenience

online retail: also fast checkout and navigation

business models of electronic marketing

* direct <> indirect marketing

direct marketing: manufacturers advertise and distribute products without intervention of intermediaries

indirect marketing: products are distributed through third-party intermediaries

highly visible web site > direct

small companies, low visible > indirect

* full (pure) cyber marketing <> partial cyber marketing

full: sell only through the internet

newly born in e-business area

partial: internet and physical shops

reactive response of existing companies who have done traditional business

* electronic distributor <> electronic broker

distributor: responsible for fulfillment and guarantee

broker: introduces suppliers

payment broker: by broker or supplier

* electronic store <> electronic shopping mall

store: single store

mall: more then one store

* generalized e-malls/stores <> specialized e-mall/stores

generalized: various categories of items

specialized: only special types of items

* proactive <> reactive strategic posture toward cyber marketing

proactive: main distribution channel is the internet and internal activities and management are focused to capitalize on the benefit of cyber marketing

reactive: traditional physical distribution channels continue to be the main ones / traditional internal management is left unchanged

new pure cyber marketing companies: mostly proactive

partial cyber marketing companies: mostly reactive

questions:

- which strategic posture is best in the long run

- effective strategic posture <> initial conditions

* sales <> customer service

sometimes web sites are mainly or solely for customer service

reduces costs of maintaining call center

sometimes two sites: one for sales, one for service

direct marketing

case: Dell – proactive and full direct marketing

critical success factors

- advanced web applications

- price competitiveness / mass customization

Dell was already a telemarketing company > no need to change the business model

- database marketing / customer intimacy

learn about the customers from their behavior on the site

- internet as single contact point

low costs – easy

- high reliability and reputation

- delivery support

short delivery times / track orders on web site

benefit <> cost of EC

benefits: increased revenue, enhanced consumer goodwill and reduced operating costs for distribution and purchasing

costs: home page system development and maintenance, server and network acquisition and operation, merchandising, order fulfillment, collection of payment and optional call center operation

case: Ford – reactive and partial direct marketing

no overnight change possible > e-store as additional distribution channel

ordering online: bypassing dealers > reducing selling price / increasing profits

online orders are assigned to nearby dealers

online customer support

Dell: service for products sold online and offline and to individuals and businesses

next generation EC sites: web-based expert systems combined with motion pictures and virtual reality 

now: call center with CTI (Computer Telephone Integration) – overnemen van scherm customer

electronic intermediaries

pure e-mall: business only on the internet

partial e-mall strategy: e-mall is one of the business

electronic distributors: full responsibility for fulfilling orders and collecting payment

- expertise: merchandizing, quality assurance, and customer service

- small scope of products > specialized products 

electronic brokers: assist the search for product or vendor – get commission

- expertise: computer/network technology, security, and search capability

- wide scope of products

- link e-stores worldwide

generalized e-brokers

just search <> comparison of products

- screening of assurance (unfamiliar brands and products)

- competing electronic channels

customers go to sites directly or through search engines > e-broker needs extra attractions

- specialized electronic distributors

only one or a few groups of products

reactive electronic department store

JCPenny: EC in conjunction with paper catalog

Wal-mart: advantage of buying online? / supplementary advertisement channel

regional shopping service

regional limited if products are perishable, service network is geographically limited, and delivery costs are significant

saves time > people use the service despite highs costs

procedure internet shopping – customer’s perspective

1 preliminary requirement determination

2 search for item

3 compare

4 order

5 pay

6 receive items > inspect items

7 after-service and support or return items

customers need to compare sites to find best offer > intelligent agents

items are negotiable <> items are clearly defined 

comparing prices on the internet > price war

ways to compare shopping

- search of hypertext files by agents

pricelists, shipping costs, no interpretations of these files

no others features

- search in web-based database: human and software agents sharing information

dynamic web-based DBMS can be used by humans and software agents

merchant: group of commercialized middleware, help the development of electronic catalog, ordering and payment management > search engines, no comparison

- comparable item retrieval and tabular comparison

side by side comparison

- comparison of multiple items from multiple malls

personalized shopping bag

information in shopping bag can  be integrated with buyer’s information system

- comparison as multiple-criteria decision-making

decision support systems

impact EC on traditional retailing systems

- disintermediation: using internet, retailers sell directly to customers and provide online support > traditional intermediaries are eliminated

new term that refers to the removal of organizations of business layers responsible for certain intermediary steps in a given value chain (ex: wholesaler, distributor, retailer)

- reintermediation: occurrence of new electronic intermediaries

shifting or transfer of the intermediary function, rather then than the complete elimination of it (ex: e-malls, directory and search engine services, comparison –shopping agents)

impact on manufacturers’ distribution strategy

1 manufacturer’s monopolistic internet-based distribution

only seller on the net

2 coexistence with the dealers

ex: car distribution: automakers keep the traditional dealers as test-drive servers even though selling on the net

3 regionally mixed strategy

one region: selling on the internet

other region: traditional selling

4 mass customization for make-to-order

 manufacturers should be ready for mass customization

5 powerful suppliers

supplier can demand stuff from their suppliers

managerial issues

1 combining criteria to construct business models depending on initial position of each individual company

2 pure direct marketing manufacturers and pure cyber-retailers - choice between generalized directory service or retail specialized items

3 traditional manufacturers / retailers: transform to full commitment to direct marketing or regards the electronic storefront as a additional channel of distribution

4 critical question: how to transform business incorporating benefits of electronic marketing with existing distribution channels / starting new business to cultivate the opportunities of EC

Chapter 4

e-mail as advertisement medium > focus on special interest groups / individuals

with or without recipients’ consent (spamming)

advertising: disseminate information in order to effect a buyer-seller transaction

- traditional mass marketing: one-way mass communication, paid by sponsors

- direct marketing (telemarketing): personalize advertising > more effective / expensive

- interactive marketing: internet > customers interact directly with advertisers (two-way / e-mail)

internet advertising terminology

- ad views (page views / impressions): number of times users call up a page with a banner during a specific time (increase: caching / decrease: text only browsing)

- banner: graphic display on a web page used for advertisement linked to advertiser’s web site

- clicks (ad clicks): every time a visitor clicks on an advertising banner to access the advertiser’s web site

- click ratio: success of an advertising banner in attracting  visitors to click an ad. 

[impression / clicks = click ratio]

cookie: program stored on the user’s hard drive, without disclosure or user’s consent

- CPM: Cost-Per-Thousand impressions

- effective frequency: number of times an individual is exposed to a particular advertising message in a given period of time

- hit: any request of data from a web page or file (popularity / traffic)

(visits can be several hits!)

- impressions: ad or page views (exposure to ad)

- interactive advertisement: advertisement that requires the viewer to take action (clicking banner, query or looking for detailed information)

- meta tag: HTML tag giving a spider (search engine) specific information (keywords, site summary) – not seen by end user

- page: HTML document with text, images, JAVA applets, and multimedia files etc (statically or dynamically)

- reach: number of people or households exposed to ad at least once over a specific period of time

- visit: sequence of requests made by one user in one visit to the site

time-out: visitor stops making requests for given period of time > new visit

why advertise on the internet:

- television viewers migrate to the internet

- ads can be updated any time at minimal cost

- ads can reach large numbers of potential buyers globally

- online ads are sometimes cheaper

- convergence of text, audio, graphics, and animation

- use of internet grows rapidly

- web ads can be interactive and targeted to special interest groups / individuals

internet <> traditional methods

table 4.2 page 121

adaption rate: fastest growing medium with high growth potential

objectives: persuade customers to buy

targeted one-to-one advertisement: more cost-effective to groups instead of to individuals

types of internet advertising:

- banner ads

- content sponsorship

some of the advertisement is public service

major methods advertisement:

** banners

small size (7 to 10kb)

pop up irregularly

text, image, video clips or sound and link(s) to the site of the advertiser

types:

- keyword banner: appear when a predetermined word is queried from a search engine (narrows down target audiences)

- random banner: appear randomly 

* benefits

customize banners to the target audience (market segment / one-to-one targeted advertisement)

forced advertising: customers are forced to see the ad

disadvantage: high overall cost / limited information in banner

* forms of placing banners

- banner swapping

company A shows banner of company B, each time it’s own banner on the site of company B is clicked

least expensive form, difficult to arrange (company sites must match)

- banner exchange

multicompany match: no need for companies to match

based on credits (show of other company’s banner on site)

credit ratio usually 2:1

- paid advertisement

buy ad space > more expensive than traditional ad space

** splash screen

web site page to catch user’s attention for a short time as a promotion or lead-in to the site home page

advantage: innovative multimedia effects / sufficient information for delivery in one visit

** spot leasing

search engine lease space (spot) to companies on their web sites

advantage: leased ad space is always there > less competition of other companies

disadvantage: small size / high cost 

** URL

advantages: it is free to use the URL as advertising tool

submit to search engine: free

disadvantages: not always on to of listings of the search engine / search engines index listings differently 

** e-mail

purchase e-mail addresses and send information (includes spamming)

cost-effective, quick responses than other channels

quantity is exploding > recipients don’t read it anymore

integrate inbound and outbound mail / copywriting skills / multimedia rich e-mail

** chat rooms

electronic chat: virtual meeting ground where groups or regulars come to gab in real time

chat rooms often sponsored by vendors

ads can be showed more than once during a session

one-to-one advertising in chat rooms

** other forms

- advertising in newsgroups

- kiosks

- internet radio

- internet television

- internet communities

- members’ web pages

considerations in the internet-based ad design

- visually appealing (colorful, interactive, moving)

- targeted to special groups or individuals (customized and speak on personal level)

- content valuable to consumers (valuable information, avoiding large files)

- emphasize brand and firm’s image

- part of overall marketing strategy (all kind of internet ads / online and offline ads)

- seamlessly linked with ordering process (to be ordered and paid conveniently)

- design (designing ads: art / science > difficult task)

variables that increase/decrease shopper’s satisfaction with a page:

- page-loading speed

graphics/tables: simple / meaningful / match standard monitors

thumbnails

- business content

clear and concise text / compelling page title + header

minimal amount of requested information for registration

- navigation efficiency

well-labeled, accurate, meaningful links / compatible with browsers, software etc

- security and privacy

security and privacy must be assured

cookies can be rejected

- marketing customer focus

clear terms and conditions about purchase, delivery, return policy etc

confirmation page after purchase

advertisement strategies

* passive pull strategy (web sites are waiting for customer to come to the site)

customers only visit sites that provide helpful and attractive content and display

advertisement site (no ordering pay) <> retailing storefront (ads directed to sales)

* active push strategy (actively advertise to targeted customers)

e-mail relevant people

* associated ad display strategy

banners related to associated ad

* ads as a commodity

read banners for direct payment by advertisers

payment level can be different for different ads

cash or discounts on products sold

implementing the strategies

* customizing ads (filtering irrelevant information reduces information overload for customers)

- customer database

- internet news service where customers choose subjects from a menu

- salesman expert system: compatible items are showed with a purchase

* interactive ad strategies

passive  (view only) <> interactive

interactive is executed online using chatting and call center service or asynchronously using web screens and e-mails

supplement passive web pages

* comparison ads as a medium of advertisement

- often provided by e-mall managers

- request for ‘compare’ (cost for advertiser)

attracting visitors to site

- making the top list of a search engine

search engine has page to submit sites

pages are visited by spider, which indexed full text (?)

- improving ranking search engine

emphasize on key terms

running special events and promotions

- online events, promotions and attractions

giving away stuff over the internet, contents, quizzes, coupons etc

similar to offline promotions

considerations:

- target audience needs to be clearly understood

- target audience needs to be online surfers

- estimate traffic > server powerful enough

- promotion successful > result? (budget / promotion strategy)

- co-branding (bring together two or more powerful partners)

* bargains, special sales, financial incentives

* finding your way around

categorize content (theme, price, entry deadline etc)

search engines for finding finding sweepstakes

new internet technologies:

* push technology

direct delivery of information to an individual’s computer

(pull technology: user seeks information)

push through ticker-tape bar, screensaver or imbedded window

benefits to user: information delivered automatically

pointcast <> broadcast 

broadcasting: mass-production

pointcasting: mass customization

to get information pointcasted to user:

1 creation of prespecified profile (registration for push delivery service)

download client software 

2 selection of appropriate content (customize software to deliver certain channels or categories – transmission information is tailored to user’s preferences)

3 downloading the selection (profile is stored in database > software programs monitor web sites etc for information that is required by the user > downloading information to push client – notification by e-mail, sound, display icon, sending articles or web pages or screensaver)

convenience / efficiency, often service is free to user

types of push technology:

- self-service delivery (gives web surfers the tools to download pages for later viewing)

- aggregated delivery (acts like television networks, wide variety of content and advertising choices packaged in a single offering

- mediated delivery (lets internet users control what information they receive by selecting from a menu) 

- direct delivery (desktop pulls information of the net itself)

push is cheap and easy way to push information on intranets / extranets

information from outside vendors or from corporate databases

drawback: bandwidth requirements (information is constantly downloaded)

intelligent agents

product brokering: company knows user profile and tailors information to profile (ad or ask customer to receive product information)

used for alerts to new releases or recommends products based on past selections or constraints specified by user

interactive smart catalogs: user views ‘virtual’ catalogs in real time

economics and effectiveness of internet advertising

more difficult than for traditional advertising (measuring results)

methods for measuring advertising / conducting cost-benefit analysis / pricing ads

* exposure models tat are based on CPMs (cost per thousand)

traditional advertising based on CPMs and is standard advertising rate-pricing tool for web sites

important because ads are paid for CPMs with wide price spread

* click through

payment for a banner is based on the number of times a visitor actually clicks on it

not only clicking the banner, but also viewing it, might lead to buying the product

no guarantee that user really viewed the ad

* interactivity

duration or time spent viewing the ad / number of pages of the target accessed / number of repeat visits to the target ad

problems: 

- web publisher is not responsible for activity related to the ad 

- it isn’t done in traditional media

* actual purchase

ultimate outcome / amount of money spent

what does the would like the target to do (influencing attitudes, motivating the customers to provide information, actual purchase)

* other methods

- gross numbers of visits (ineffective: visiting may not result in purchase)

- unique users: registration (ineffective: no guarantee of purchase)

- monthly fee regardless of traffic (or hybrid approach)

- let market determine prices (auctions)

online catalogs (way in which products are presented is important)

evolution:

* printed paper

* CD-ROM / electronic (online) catalogs

can be search easily > comparisons between products can be made easily

electronic catalog: product database, directory and search capability, and presentation function

web browser + JAVA + sometimes virtual reality > static and dynamic information

first: online replication of printed catalog > then: more dynamic, customized and integrated with selling and buying procedures > then: integrated with order taking and payment > catalogs are integrated with merchant sites

classification catalogs:

- dynamics of information presentation 

  - static catalog (textual description and static pictures)

  - dynamic catalog (motion pictures or animation, possibly sound)

- degree of customization 

  - ready-made catalogs (same catalog for every customer)

  - customized catalogs (customized content depending upon characteristics of customer)

- degree of integration of catalogs with following business process:

  - order taking and fulfillment

  - electronic payment systems

  - intranet workflow software and systems

  - inventory and accounting systems

  - suppliers’ or customers’ extranet

  - paper catalogs

comparison online <> paper catalogs

advantages online catalogs: ease of updating, ability to integrate with the purchasing process, coverage of a wide spectrum of products with a strong search capability

disadvantages online catalogs: customers need computers and the internet to access the catalogs

advertising in online malls <> electronic malls

some ads are not linked to products but to image

customized catalogs: catalog assembled specifically for a company or even individual shoppers

approached:

- let customers identify the interesting parts out of the total catalog > no irrelevant topics for customers

- let the system automatically identify the characteristics of customers based on their transaction records (cookie technology / data mining technology / intelligent system – neural network)

approaches can be combined

personalization can give user value-added experience and reasons for revisiting sites and brand loyalty  

how much to advertise:

- advertising objectives must be clear

- learn about the web

television ad objectives are different from web ad objectives (different dynamics)

television – radio – magazines – newspapers: intrusion in sub consciousness of consumer

web: interactivity

firms have to commit resources to web advertising or web sites will be disappointing

or involve agency knowledgeable in internet advertising

auditing and analyzing web traffic

before advertising on someone’s web site: number of hits, click-throughs or other data are legitimate (manipulation of data is potentially large) > audit

audit bureau’s can provide:

- forums of buyers and publishers

- circulation audits

- dissemination of circulation data

- improvement of products

related to auditing: rating of sites

self-monitoring of traffic

monitor and implement advertisement on own web site

internet standards

many creative ways for web advertising <> standardization and regulation

cookies: mechanism that allows a web site to record your comings and goings, usually without your knowledge or consent

cookie standard: now under review by the IETF (Internet Engineering Task Force) 

goal: make cookies more apparent to users > standard has impact on web advertising

localization (process of converting media products developed in one country to a form culturally an linguistically acceptable in countries outside the original target market)

internationalization: set of guidelines for localization

aspects: 

- translation

- background color etc

localize web pages is difficult because:

- some languages use special characters

- hard-coded text and fonts can’t be changed

- graphics and icons are interpreted differently in different regions

- cultural issues when translating to Asian languages

- format of dates

- consistent translation over several documents is difficult

- hire a consultant!

major web ad players

unique internet market sub segments categories

- advertising agencies and web site developers

- finding market research providers

- traffic measurement and analysis companies

- networks/rep firms (value-added services for web advertisers and publishers by brokering the distribution of advertisements and overseeing their delivery)

- order processing and support (outsourcing services)

managerial issues

1 make <> buy (outsourcing)

2 finding the most visited sites (check site’s traffic)

3 company research (research the web thoroughly )

4 commitment to web advertising and coordination with traditional advertisement (successful program is multifaceted, needs input from several departments in the company and top management support and coordination with traditional advertisement

5 ethical issues (example: spamming, selling of mailing lists and customer information)

6 (seamless) integrating advertisement with ordering and other business processes 

Chapter 5

broker- (or agent) based service: brokers work for commission, acting as intermediaries between buyers (individuals or organizations) and sellers of services

nonnegotiated (fixed) or variety of prices

pure EC: product, agent and process are digital

advantages of EC are the greatest since entire process can reduce costs

EC can be pure EC > low costs

history: 

- before internet: service companies send customers disk with software to access vendor’s database

- download of software

- over the internet (browser)

jobs brokers are replaceable with technology

travel and tourism services

prices differ a lot > suitable for EC

all ‘normal’ service + additional (tips from other customers, fare tracking etc)

auction, bids and special sales

virtual communities for travelers

benefits: 

- amount of free information accessible anytime, anyplace

- discounts

- fantasy trips (virtual reality)

- you don’t have to go the travel agency / fun

limitations: 

- many people don’t use internet

- sell instead of provide information

- complex trips require specialized knowledge and arrangements

> intelligent agents can help!

large corporations have special discounts / employees book their own trips

impact of EC 

porter’s model: five forces that impact competition in any industry (especially travel industry): 

new entrants, substitute product or service, bargaining power of buyers, bargaining power of suppliers, rivalry of the competing companies in the industry

> electronic tickets reduced commission agents

impact EC on industry

- offering lower-cost trips

- more personalized service 

- helping customers understand products by using multimedia

- saving money in paperless environment

- increasing convenience of getting information at home

- supporting a customer-focused strategy (targeted advertising / integration of products)

> create opportunities for new products / vendors

intelligent agents”: can act autonomously, cooperatively, and collectively to achieve goal

watchdog activities / quick / no human errors

employment placement and the job market

* traditional job market:”

- cost of classifieds

- life cycle of ads is short

- place of ads is local (national or international is more expensive)

- minimum information in ads

- search is difficult

- finding applicants with special qualities

- matching to open jobs / match supply and demand

- lost and dated material (letters are often late)

- speed 

> inefficient

* internet job market

internet job market:

- hard-to-find employees

- technology-oriented jobs

used by:

- job seekers (reply to employments ads, place résumés, visit newsgroups)

- job offers (ads on web site organization or advertising)

- recruiting firms 

- government agencies and institutions (own opening / help job seekers to find jobs elsewhere)

advantages electronic job market (answers to inefficiencies)

* for job seekers

- find jobs worldwide

- communicate quickly with potential employers

- post résumés

- any place, any time

- support services at no cost

- learn to use voice in interview (?)

* for employers

- advertise to large number of job seekers

- save on advertisement costs

- lower cost of processing (electronic forms)

- equal opportunities for job seekers

- find highly skilled employees

limitations of electronic job markets

many people do not use the internet (especially not technology related jobs)

> combine traditional and internet approach

security and privacy

intelligent agents

problem: large number of jobs / résumés

* ia solves this for employees

free service searches internet’s top job sites and databases

* ia solves this for employers

special search engine finds resumes that match job descriptions

real estate: 

ideal for EC:

- view many properties (save time)

- sort and organize property to your criteria

- detailed information

> supporting  rather than replacing existing agents

mostly high commissions

trading stocks online

- cheaper to trade online

- no waiting

- less errors

- anywhere, anytime, day or night

- lots of free (investment) information

IPO Initial Public Offerings

online trading often combined with online banking

cyber banking and personal finance

electronic banking: cyber banking, virtual banking, home banking and online banking: banking not conducted at physical bank location

first proprietary software and private networks > more popular with emerge internet

saves time / money

cheap for bank / major competitive strategy

advantages home banking:

- current account balances at any time

- automatically made payments

- pay bills (same day, no postage)

- import in money management programs

- transfer money easily

- balance your accounts

- e-mail the bank

- any time

- handle finances while traveling

- additional services (deals) 

international banking needs trading in multiple currencies

purchases: credit card of required international banking support (digicash etc)

banking <> online trading:

- secure financial transactions

- extranet (access to customers of extranet services)

- imaging systems (customers view images of checks, invoices etc)

- pricing online <> offline services (free, or charge per month or individual transaction)

- future of banking (cheaper than offline banking)

  - alliances with banks etc

  - outsourcing or in-house?

  - focus on profitable customer

  - keeping central role in payment environment

core strategies bank:”

  - customer’s agents (offer customer products of multiple sources and information integrated services)

  - product manufacturers 

  - integrated players 

- personal finance online (portfolio management / personal finance

- billing online (popular for reducing costs)

  - automatic payment of mortgage payments

  - automatic payment of utility bills

  - paying bills from online banking accounts (rent)

  - paying bills on the site of the merchant

  - using an intermediary (intermediary collects bills in standard format)

auctions

disposal of items that need liquidation or quick sale

types:

- traditional (limitations: last few minutes/seconds, no time to examine the goods, potential bidders that don’t come to physical site are excluded, it can be complicated to move the goods to the auction site, commissions are high)

- electronic 

since 1992 through local networks

1995 internet auctions

brokers: offer services to sellers and buyers

start bid

detailed info is online or by e-mail

usernames coded for privacy

auction method:

- straight sales (price is listed, first to bid this price gets the article)

- Yankee method (several items are offered simultaneously > items are sold to highest bidder

- Dutch (reversed) method (price declines until buyer makes bid)

most auctions sites are open to public, some to dealers

search engines can be used

benefits: 

- individual sellers / buyers can sell goods efficiently with little effort / action

huge variety of good to be bought (collectibles, antiques, discounts)

limitations:

- see the items

- possibility of fraud

- less competitive atmosphere (more time)

impacts:

- auctioneer: lower entry barriers / opportunities for direct sales

- access rules: customizable / a lot of potential users can be reached

- items auctioned: focused product segments / technology extends complexity of product description

- trading rules: reflect lack of a guaranteed service

- execution process: 

  - digital: entire process handled on the web

  - physical: trading process and logistics are separated > reduction of costs

b2b auctions

liquidation of surpluses or obsolete materials

b2b auction models:

- third party auctions sites (take a business’s surplus goods on consignment and sell them to highest bidder

  - advantages: open to more buyers > higher prices / seller does not have to develop new sales channel

  - disadvantages: seller loses control / fee

- auctions on own site (proprietary auctions site)

  - advantages: deep discounts / company makes substantial money

  - disadvantages: establishment and maintenance site cost money / skills to attract audience and keep auctions running

online publishing

electronic delivery of newspapers, magazines, news etc on the internet, often related to advertising (offered free with ads in it)

1960: online bibliographies and selling knowledge in databases

now: dissemination of information and advertising

1995: use online publishing for gaining competitive advantage and market share

technology and content are both important

* examples:

- scholarly work for peer view

- online publishing: newspapers, magazines, news, textbooks, music, artwork, video clips, movies etc

* publishing methods:

- online archive approach: digital archive (catalogs / databases)

makes paper publications online

- new medium approach: view the web as a new medium for creating material (adds extra comprehensiveness to any issue or topic that traditional cannot offer (hyperlinks / easily customized / up-to-date news

- publishing intermediation approach: online directory for news services

helps people locate goods, service etc online

- dynamic /just-in-time approach

content can be created in real time and transmitted on the fly in user’s format (to or destroyed on the consumer’s computer when needed by java-applets)

* edutainment

combination of education, entertainment and games

goals: make student active instead of passive

embedded learning: student learns without realizing he is learning

students are of all ages, often used in corporate training

first: CDroms > now: online in distance learning format

knowledge dissemination

* virtual teaching and universities (open / virtual universities)

innovative teaching methods / multimedia support

virtual universities offer classes worldwide

future: integrated degrees (study on more than one university)

online consulting

- medical advise (also for individuals)

- management consulting (high prices > only for corporations)

- legal advise (inexpensive consulting, no guarantee > advise may not be right)

- financial advice

other online services

* insurance (discounts, comparison)

* health care (eligibility, inquiry, patient referral transaction services)

* future exchanges (?)

*  matchmaking (agent bases services: agents play role of matchmaker)

match investors with entrepreneurs

match students with colleges 

match women/men (romantic!)

* digital delivery of documents in secure environment

* electronic stamps (download postage of the web, no need for stamps, print stamps yourself)

better antifraud safeguards / most business instead of individuals

impact of intermediaries and their changing roles

provide trading infrastructure

disintermediation: cutting out the intermediaries

role intermediaries will change, emphasize on value-added services

- assistance in comparison-shopping

- total solutions by combining services from several vendors

- provide certifications and trusted third-party control and evaluation systems

> value-added services need integrated approach (ability to sell package of products to customers based on fine understanding of their needs)

impact on future of intermediaries:

- success of intelligent agents

- consumer attitudes and behavior

move from providing transactions to providing knowledge

reintermediation: intermediary tries to keep customers

roles intermediaries: 

- translate physical world into virtual world

- unique capabilities of the networked market

quality and reputation is important in physical ánd virtual world to be trustworthy

managerial issues

- out-of-town recruitment (source of skilled people / video teleconferencing for interviews / telecommuters) 

- privacy (secure applicants information)

- international legal issues (other countries / states)

- ethics (important in agentless system)

- intermediaries and their roles (takes a few years for roles / fees to be stabilized)

Chapter 6

online procurement system

advantages:

- declined labor / material costs

- redeployment of staff

- quicker

- electronic transactions include modifications

- information about suppliers can be shared / new suppliers can be found

benefits to suppliers: 

- introduction to new customers

opening of bidding sites

characteristics B2B EC

b2b: two companies

b2c: buyers are individual consumers

b2b EC: broad spectrum of apps that enable an enterprise to form electronic relationships with distributors, resellers, suppliers etc

b2b apps provide information:

- product (specs, prices, sales history)

- customer (sales history / forecasts)

- supplier (product line and lead times, sales terms and conditions)

- product process (capabilities, commitments, product plans)

- transportation (carriers, lead times, costs)

-  inventory (inventory levels, carrying costs, locations)

- supply chain alliance (key contact, partner’s roles and responsibilities, schedules)

- competitor (benchmarking, competitive product offerings, market share)

- sales and marketing (POS – point of sales, promotions)

- supply chain process and performance (process description, performance measures, quality, delivery time, customer satisfaction)

b2b EC: reengineering supply chain and partnership

relationships between businesses in supply chain context

supply chain: roles and processes to produce something

all activities associated with the flow and transformation of goods from the raw materials stage to all the way to the end user

parts supply chain:

- upstream activities (material and service input from suppliers)

- internal activities (manufacturing and packaging of goods)

- downstream activities (distribution and sale of products to distributors and customers)

up- en downstream activities (contact with outside of company) is as important as internal activities

up- en downstream most paper > EC > digital > competitive advantage

entities of B2B EC

internet can link companies without additional networks

supply chain management: coordination of order generation, order taking, order fulfillment/distribution of products, services or information

- lower purchase costs

- reduced inventory

- enhanced efficiency of logistics

- increased sales

- lowered sales and marketing costs

key entities in B2B EC and their concerns:

- selling company (marketing management perspective)

- buying company (procurement management perspective)

- electronic intermediary (intermediating service provider, maybe order fulfillment)

- deliverer (fulfill JIT delivery)

- network platform (internet, extranet, intranet)

-  protocols and communication (EDI and comparison shopping, software agents)

- back-end information system (intranet, ERP Enterprise Resource Planning)

* electronic marketing

sell products and services to customers on the internet (supplier- or seller oriented marketing)

same as B2C except for:

- integration of order information with the procurement management systems is crucial

- each buyer had own catalog and prices

- corporate buyers behavior differs from individual consumer

* procurement management

reduced purchase price and cycle time

* electronic intermediaries

same for individuals and companies > share intermediaries (except for special items)

* JIT delivery (and advanced confirmation of suppliers’ inventory)

crucial to JIT manufacturing

* electronic data exchange (EDI)

electronic exchange of specially formatted standard business documents

transfer electronically repetitive business transactions

edit translator convert proprietary data into standard format

past: Value Added Networks (VANs) (expensive, only for large businesses)

now: internet-based edi

* intranet

dedicated internet to a company whose access is protected by a server called a firewall

effective platform for web-based workflow and groupware > standard for corporate information systems

integrating B2B EC with intranet-based information system is important issue

* extranet

dedicated network between associated parties – public network similar to internet (economic / accessible)

concern: security > VPN’s

* integration with back-end information systems

intranet-based workflow, DBMS, apps packages, ERP

integration easy because suppliers keep EC-platform and back-end platform on own servers

* online services to business

travel, tourism, employment placement, real estate etc

both to individuals and companies

model B2B EC

* supplier-oriented marketplace

mostly manufacturer-driven electronic stores

both individuals and companies

- buyers order information should be easily integrated with businesses information systems > buyer-owned shopping cart

- electronic auctions 

sometimes only to approved customers

* buyer-oriented marketplace

buyer must manually enter order information into its own corporate information system

electronic market on own server of buyer > invite potential suppliers to bid on announced RFQs

problem: supplier can’t trace a lot of sites > online directories that list RFQs / use of software agents

* intermediary-oriented marketplace

similar to B2C e-malls and e-stores

sometimes registration or validation of company names

b2b: integrating with company information systems is crucial

virtual corporation: networking between business partners

VC (Virtual Corporation): organization composed of several business partners sharing costs and resources for the purpose of producing a product or service

permanent VC: create or assemble productive resources rapidly, frequently, concurrently, or to create or assemble a broad range of productive resources

VCs depend on EC

network of creative people, resources, ideas, connected by online services / internet

goals VC:

- excellence (core competence of all partners > winning team)

- utilization (utilization of underutilized resources)

- opportunism (can find and meet market opportunity better than individual company)

VC needs EC for communication and collaboration among dispersed business partners (e-mail, video conferencing, knowledge sharing, groupware, edi, EFT (?)

networking between headquarters and subsidiaries

communication between headquarters/subsidiaries or franchiser/ franchisee (e-mail, message boards, chat rooms, online corporate data access)

helps create brand / training programs can be shared / easy to do business with approved suppliers / reduce overhead and duplication

online services to business

many available for businesses, some for individuals too

- travel and tourism services (large corps have special discounts / employees book own trips online)

- real estate (addition to existing agents)

- electronic payments (firm banking / EDI using financial EFT / transaction on internet is cheap) 

- online stock trading (corps are important stock investors)

- electronic auction to business bidders (only for dealers)

- online publishing and education (business subscribe to magazines / on-demand education program provide training opportunities to employees)

- online load and capital makers (loans online / information about venture capital)

- other online service (business major user online consulting, legal advise, health care, delivery requests, electronic stamping, escrowing etc)

procurement management using the buyer’s internal marketplace

specific for b2b:buyer-oriented marketplace and its use for procurement reengineering

- buyer’s internal marketplace

procurement department defines scope of products / invite vendors to bid

bid prices are preoffered and put in catalog

buyer can compare alternatives in catalog > no delay waiting for bids > quick

catalog update manually or by agents

effective for low-value items with repetitive purchases from committed suppliers > less storage of inventory

! innovative purchasing: strategic approach to increase profit margins

! procurement management is often inefficient > ISO 9000

goals

success factors:

- cut down the number of routine tasks

- reduce overall procurement cycle through the use of appropriate technologies (workflow, gourpware, ERP, b2b)

> focus on more strategic purchases, achieving these goals:”

- redoing purchasing cycle time and cost

- enhancing budgetary control

- eliminating administrative costs

- increasing buyer’s productivity

- lowering prices through product standardization and consolidation of buys

- improving information management

- improving payment process

solution: B2B EC 

automation: use of workflow and groupware / supplier’s web site

> seamless support of procurement management using intranet (internal marketplace) and extranet (bid site)

advantages:

- reduce cycle time

buyer-oriented marketplace

buyer’s bidding site

sometimes open to other buyers to post RFQs

procedure bidding process:

1 buyers prepare bidding process information

2 buyers post bidding projects in the internet (RFQs)

3 buyers identify potential suppliers

4 buyers invite suppliers to bid on projects

5 suppliers download the project information from the internet

6 suppliers submit bids for projects

7 buyers evaluate the suppliers’ bids > negotiate electronically for best deal

8 buyers accept the bids that meet their requirements

benefits to buyers

improve productivity buyer’s sourcing process

access quality goods and services from around the world

- identifying and building partnerships with new suppliers worldwide

- strengthening relationships and streamlining sourcing processes with current business partners

- rapidly distributing information and specs to business partners

- transmitting electronic drawings to multiple suppliers simultaneously

- cutting sourcing cycle times and reducing costs for sourced products

- quickly receiving and comparing bids from large number of suppliers to negotiate better prices

sharing this with other companies: fees

benefits to sellers

access to global buyers / improve productivity of bidding and sales activities

- boosted sales

- expanded market reach

- lowered costs for sales and marketing activities

- shortened selling cycle

- improved sales productivity

- streamlined bidding process

intermediary-oriented marketplace

goals:

- revenue

- support to customers

benefits:

- increased productivity

- reduced costs (delays are reduced)

- increased revenues (shorter periods of inactivity)

JIT delivery

assure delivery materials and parts on time: EC

coordinated effort of delivery-service and supplier’s inventory policy

b2b: advanced confirmation of delivery date more important than for b2c

online tracking capabilities on the internet 

benefits:

- avoiding costs

- lowering operating costs

- better customer service

companies can use several models for B2B business

* B2B auctions

- generating revenue

new sales channels > bigger customer base

revenue for disposing of excess, obsolete and returned products quickly and easily

- increasing page views

‘stickiness’ > more time, page views on the site

acquiring and retaining members

bidding transactions > additional registered members

  - independent auctions (company uses a third-party auctioneer)

  - commodity auctions (buyers and sellers meet on third-party web site) ruilhandel
  - private auctions by invitation only (companies auction products themselves to specific people/companies)

interactive bidding

- bid only once

- bidders can see lowest bid and change their bid > auction

electronic bartering ruilhandel
exchange of good and/or services without the use of money

benefits using an intermediary site for auctions

* no resourse needed 

- hardware, bandwidth, engineering resources, IT personnel

- no costs associated with redeployment of resources or hiring costs

* own and control auction information

- no intermediary branding , looks like the merchant site

- control the valuable web traffic, page views and member registration data

- set all auction parameters (fee, user interface, reports)

- easy integration within the merchant site for cohesive auction functionality

* fast time to market

- robust customized auction up and running immediately, maintains sale in the future

buyer and seller functionality:

- searching and reporting (merchant can search and report on relevant auction activity with special tools)

- billing and collection (automatic calculation of shipping charges / secure credit card number transmission / billing information easily downloadable for integration with existing systems)

b2b services

intermediaries and specialists provide services to facilitate b2b

- service provider (no dealing with individual transactions)

promotion / support for emerging communities of EC

forum for companies to exchange experiences / introducing latest technology (buyer and supplier)

no specific product information

- for-fee database to search for suppliers worldwide

- yellow pages (line up suppliers, negotiate contracts, solicit joint ventures, arrange for delivery of goods, make payments) 

- companies tell help members how to implement EC

- EC research related to electronic banking and payment systems

- utilities for very secure systems

traditional > internet based edi

traditional 30 years

def: standardizes the process of trading and tracking routine business documents (traditionally over VANs)

edi translates into globally understood business language and transmits them between trading partners using secure telecommunications links

def NL: een interorganisationele uitwisseling tussen computers van gestructureerde informatie in een gestandaardiseerd format dat verwerking door computers mogelijk maakt

apps of edi

trad EDI essential element of business strategy

used for quick response retailing / JIT manufacturing

limitations of trad edi

why companies don’t benefit from trad edi:

- significant initial investment

- restructuring business process necessary to fit EDI requirements

- long start-up time

- use of expensive VAN 

- high EDI operating cost

- multiple EDI standard

- system is complex 

- converter to translate business transactions to EDI standards

> does not need requirements > not suitable for long-term solution

- enable more firms to use edi

- encourage full integration of EDI into trading partner’s business processes

- expands the capabilities of online information exchange

> internet-based edi!

internet-based edi

reasons for firms to create EDI ability over the internet:

- publicly accessible network with few geographical constraints > large-scale connectivity

- reach the widest possible number of trading partners 

- cut communication costs by over 50%

- consistent with growing interest of business in delivering a variety of products through the web

- complement of replace trad EDI apps

- browsers and search engines are user-friendly, most users know how to use them

NL: sinds geen VANs maar internet gebruikt wordt, is beveiliging een issue geworden omdat edi-standaarden geen beveiliging kennen > bilaterale afspraken ipv edi-standaarden

raamwerken voor edi:

ASC X12 (opgezet door het Amerikaanse standaardisatie-instituut) 

EDIFACT (voor internationaal EDI-verkeer, opgezet door de VN)

variaties binnen raamwerk > dialecten

types of internet-based edi

- internet e-mail as EDI message transport instead of VANs (S/MIME)

- extranet: trading partners enter information in web form whose fields correspond to EDI message or document

- utilize services of web-based EDI hosting service

prospect of internet-based edi

companies with trad EDI had positive response to in-b edi

combination with internet: XML and java > worthwhile for small infrequent transactions

edi: not interactive

web/java: interactive / ease of use

integration with back-end systems

most commercial sites are seller-orientated > difficult to integrate with buyer’s back-end systems

typical back-end systems: developed on intranet (e-mail, workflow, groupware), DBMS, legacy systems, ERP

firewall: control unauthorized access to internal network

DBMS support web pages 

ERP (Enterprise Resource Planning)

centralized repository of information for the massive amount of transaction detail generated daily 

integrates core business processes

popular: SAPs R/3

approaches:

* inside-out (extend ERP outward)

simple mapping from ERP functionality to web interface > inside-out approach effective

no specific client software required

problems:

- inside-out approach enables best-breed technologies?

- inside-out approach difficult to integrate with multiple systems

- e-business processes do not map directly to ERP

* outside-in 

uses robust software named application server, ability to integrate multiple systems into an e-business solution

better with multiple complex e-business with multiple back-end and front-end apps

e-business app resides within the application server rather then in within the individual back-end systems

problem:

- limited by the capabilities of the application server

* open electronic cart approach

buyer keeps a shopping basket, at the buyer’s pc with items (+ order) from multiple sources

open file format > ERP or legacy systems can be integrated easily

simple and economical

role software agents

aid the comparison-shopping process

collecting data from multiple commercial sites (mostly seller-oriented marketplaces > business and individuals)

large amounts of request for information > software agents for buyer and seller

agent-base commerce > intelligent agents for buyer and seller necessary

meta-problem solving (how the react to the received message and what to say for the context) / communication controller (interpret other agent’s messages and make messages understandable to other agents)

commonly agreed-upon Agent Communication Languages (ACL)

b2b marketing

direct marketing to reach functional buyers

in companies buying decisions are made by groups of individuals

reach different functional areas and even levels within areas with advertisement

buyers / influences play role in buying decision

primary and secondary targets are important

basic management areas to reach business buyers and influences in:

- functional management

- financial management

- general management

* at middle to upper managerial, as well as technical levels

recent e-mail lists are necessary

relationship marketing

factors marketer can’t control in client business > ongoing communications are needed (continuity program)

how: e-mail and/or information on web site 

audience strategy and mailing lists

audience strategy > evaluating and selecting mailing lists

1 your house list (customer and prospect names collected by input from sales, trade shows, leads from various media etc)

2 response list (individuals who responded by e-mail, web questionnaires etc – subscribers, buyers and member lists)

3 compiled list (variety of sources, incl telephone directories)

electronic / interactive media

most exciting creative potential!

- cdroms 

full-fledged multimedia promotions with scripted copy, music and full-motion video

Lots of interactivity – response

connect to the internet (update for information on cdrom or additional info)

- e-mail 
text-only medium, graphic e-mail is coming

- web

interactive area receiving most attention from direct marketers

combines qualities of several direct marketing media + some unique qualities 

sound, multimedia, instant interactivity

build e-mail lists and marketing database

most payback potential: house list or marketing database, enhanced with marketing intelligence about individuals

- wrong contact

- list is composed of many unorganized lists

- out-of-date

- list can’t be segmented

- list is not used often enough

internet marketing strategies

silverstein categories:

1 generating and qualifying  leads with the internet

2 using internet to promote products and services

3 executing instant fulfillment on the internet

4 generating orders through the internet

5 enhancing customer relationships with the internet

solutions of B2B EC (most supplier-oriented)

b2b EC different from B2B (also for research):

- buyer information in supplier’s servers > poor integration with buyer’s information systems > better bookkeeping > thick client is needed

- comparison-shopping with buyer’s e-cart 

supplier-oriented: shopping cart in supplier’s server > meta-mall architecture is needed > standard shopping bug and digital cash wallet that work independently are needed > multiple criteria decision support > shared customer membership 

- JIT delivery

JIT manufacturing needs JIT delivery

dynamic inventory displayed to customers > precise delivery is critical > integration of orders with inventory

- buyer-oriented directory

additional motivation is reengineering the acquisition process > intermediary directory needed to coordinate seller- and buyer-oriented directories
- formal contracts, documentation and protocol (electronic invoice for organizational decision and audit)

terms and conditions > legitimate contract protocol > more creative contact protocol can be innovated

- workflow integrated with B2B EC

purchasing is organizational buyer’s decision > decision is synchronous (web conference / internet phone) and asynchronous (workflow)

- intelligent agents with standardized language

minimize human involvement > mutually agreed contract type for communication between agents > seller agents assist the configuration process of buyer > seller- but also buyer data mining

- secure large payment (credit card too expensive > electronic fund transfer with smart-card-based certification)

fees paid by buyer > security, certification and nonrepudiation > registered delivery with important transaction records at third party

managerial issues

- focus on EC management (choose appropriate business model (s-o, b-o or i-o) for each company

- sales promotion (s-o marketing approach and maybe join popular i-o marketplaces)

- purchase process reengineering (b-o marketplace if sales volume is big enough to attract vendors or join i-o marketplaces)

- JIT delivery (outsource to reliable delivery sp, check if advance assurance of JIT can be committed) 

- new electronic intermediary business (open an electronic brokerage of retailing of industrial supplies

- provision of solutions (b2b EC is young > great chance for solution providers to sell)

- business ethics (EC counts on sharing information, protect unauthorized sites and privacy legally and technically)

chapter 7

benefits of intranets:

- cut costs (fewer leased T1 lines / standardized protocols)

- apps include procurement, CAD/CAM file transfers, EDI, e-mail, groupware

- less time for order turn around

VPNs:

tools compliant with IP security standard (encryption, authentication, encryption key management)

internet: common platform for B2C EC

intranet: common platform for corporate internal management

intranet: common platform for B2B EC

common protocol: TCP/IP

internet

public and global communication network that provides direct connectivity to anyone over a LAN or ISP

connected and routed over gateways

end users > LANs or ISPs > network access providers > internet backbone

open to all > lack of control > unruly proliferation of information 

vast scope of information > search engines needed to find information

intranet (intrabusiness delivery system)

corporate LAN or WAN that uses internet technology and is secured behind company’s firewalls 

links various servers, clients, databases, apps (ERP)

private network with limited access (authorized employees)

information pertinent to company / exclusive proprietary sensitive information

enhance communication and collaboration of employees, customers, suppliers and other business partners

no leased lines > open and flexible connectivity > major capability and advantage of intranets

infrastructure for intrabusiness commerce apps

extranet (extended intranet)

TCP/IP > link intranets in different locations over internet > little privacy / security > VPNs (tunnels of secured data flows, using cryptography and authorization algorithms

access limited by agreements of collaborating parties, strictly controlled, only authorized personnel

access through internet > open and flexible platform suitable for supply chain management

databases often replicated databases are separated from intranet for business partners

intranet software

web servers, browsers, web publishing tools, back end databases, TCP/IP networks (LAN / WAN), firewalls (software and/or hardware that allows only those external users with specific characteristics to access a protected network)

additional software to support web-based workflow, groupware, and ERP

apps of intranets

perspectives:

* generic functions of intranet

- corporate/departmental/individual web pages

- database access (web-based database)

- search engines and directories (keyword-based search)

- interactive communication (chatting, audio, videoconferencing)

- document distribution and workflow (web-based download and routing of documents)

- groupware (fancy e-mail and bulletin board)

- telephony (perfect conduit for computer-based telephony)

- integration with EC (interface with internet-based electronic sales and purchasing)

- extranet (linking geographic dispersed branches, customers and supplier to authorized sections of intranets)

* intranet apps areas

- electronic commerce

- customer service

- reduced time to market

- enhanced knowledge sharing

- enhanced group decision and business process (groupware and workflow)

- empowerment (everything should be available to everyone with the right to know)

- virtual organizations (web technology at both ends removes the barrier of incompatible technology between businesses)

- software distribution (apps warehouse > avoid maintenance and support problems)

- document management (access to files regardless of where they are stored)

- project management (share reports / check project’s progress)

- training (web page is a valuable source of providing knowledge to novices)

- facilitate transaction processing (data is entered only once through the intranet / internal control)

- eliminate paper-based information delivery (lower cost, easier accessibility, greater efficiency)

- administrative process support (internal management can be seamlessly integrated with extranets

* industry-specific intranet solutions

- financial services 

- information technologies

- manufacturing

- retail

- services

considerations intranet deployment 

distributed environment > 10 evaluation criteria :

- scalability (capacity)

- interoperability 

- configurability

- compatibility

- manageability

- availability (minimal downtime)

- reliability

- distributability (clients)

- serviceability (increases uptime)

- stability (minimize upgrade disruption and preserve investment protection)

extranets

combine privacy of intranets with the global reach of internet, granting access to business partners, suppliers, customers to a controlled portion of the enterprise network

major platform for 2b2 EC > replacing or supplementing edi

flexibility of serving internal and external users

planning extranets: coordination and security

implementing requires extensive coordination between business partners

access to and protecting of legacy systems, databases etc > needs analysis for best business opportunities

@ success depends on security measures > balance between security measures and roi

outsourcing? or choose complete package from a vendor?”

important: high performance, low-latency, connectivity, dial-in availability, written service-level agreements

structure of extranets

components and participants (intranets, web server, firewalls, ISPs, tunneling technologies, interface software, business apps)

basic concept: tunneling (data transmissions across the internet can be made secure by authenticating and encrypting all IP packets)

most popular protocol: IP security

methods configuration extranets:

- direct leased line (full control) linking all intranets

- secure link (tunnel) across the internet (VPN) (lower cost)

@ success depends on integration legacy systems and databases (SNA and TCP/IP often conflict)

categories of extranet products and services

- development tools (provide the means and facilities to design extranet servers, client-base, security, EC apps, electronic catalogs)

- hosting and network connectivity (secure ISP connections to internet backbone / host extranet services 

- services (design expertise with proprietary tools or turnkey services for building and operating extranet-based services

- VPNs (components specifically designed for connecting remote operators and creating IP WANs 

some tools overlap 

types of extranet service providers:

- consultants

- developers

- system integration firms (turnkey solutions)

- ISPs

extranet benefits

- enhanced communications 

- productivity enhancements

- business enhancements

- cost reduction

- information delivery

business models:

- connect business customers to sell parts 

catalog, place orders, communicate with wholesalers, distributors, resellers, customers

- connect dealers’ kiosk (and PDAs)

link interactive kiosks to legacy infrastructure, ideally instantly updated

- connect with suppliers for purchase

collaborate and access electronic catalog for dial-up users

industry-wide partnership’

- tracking shipping status

- reduce design cycle time by connecting suppliers

coordinate design activities between factories and headquarters

e-mail for ordering and starting manufacturing

send design diagrams over the extranet

- reduce product development time by connecting suppliers

retrieve and modify order information while the product remains on assembly line

- link the worldwide chains’ employees

links stores and headquarters 

- link business partners

paperless communication

open networked environment that ties into the legacy systems accessed with various platforms, inside and outside the firewall

information and for branch offices and partners, brokers etc

publicly accessible internet site

- embedded extranet

dynamic links between firm’s site and business partner’s site to transparently deliver information to users from multiple sites

promising architecture to support supply chain management

- connect with service institutions

connect outside services

paperless information distribution 

secure e-mail connection

extranet eliminates time zone problems and printing- en shipping costs

cut-and-paste of information from the extranet

links to research sites

managerial issues

not if but how to use extranets to improve businesses

guidelines for managerial review

1 find business opportunities by utilizing intranet and extranet

consider customers, suppliers and branches that are geographically dispersed

2 analyze whether connectivity requirements suits intranet of extranet

network is composed of one or multiple LANs

3 plan most secure and economical choice for implementation

consult technical people

can proprietary leased network be replaced by intranet / extranet? > reduces costs and increases connectivity for customers and suppliers

4 select best outsources for implementation

5 selling the intranet 

employees need to know what they can do with the intranet / extranet (presentations, prizes, special days etc)

chapter 8

most popular payment method: credit cards

disadvantage: privacy, security (who is the customer, what does he buy, change of order, connected to real vendor?)

* SSL (Secure Socket Layer) (no customer certificate - digital wallet)

encryption of order

built into the browser, no special software needed

* SET (Secure Electronic Transaction)

disadvantages: complex, slow response time, install digital wallet in customer’s computer > most banks and e-stores kept using SSL or a combination of SSL and SET

some banks offered SET-free payment services with certificates added to SSL or smart cards

offline payment method: cash, credit card, checks (all expensive ways to pay)

internet: credit card > insecure > multiple ways of paying are offered by e-stores

credit card data is sent over the internet (with or without SSL) or by telephone, mail, e-mail or fax 

problems credit card

offline: merchant has credit card number of client

online: data may be hacked - abuse of cc numbers on network merchant / truthfulness of cardholder (passwords are insufficient > certificates)

EFT (Electronic Fund Transfer)

since 1970 (ACH Automated ClearingHouses)

now: also internet-based EFT

stored-value cards and e-cash

for very small amounts: micro payments

stored-value cards (smart cards which contain money)

e-check: no advantages for individuals, used by B2B EC for larger amounts

essential security requirements for safe electronic payments:

- authentication (verify buyer’s identity before payment is authorized)

- encryption (making message indecipherable except by those who have an authorized decryption key)

- integrity (information will not be accidentally or maliciously be altered or destroyed during transmission)

- nonrepudiation (protection against customer’s denial of orders placed - against merchant’s denial of payments)

security schemes

- encryption

- digital signatures

- message digest

- certifying authorities

encryption

* secret key encryption (symmetric encryption - private key encryption)

same key is used to encrypt by sender and decrypt by receiver

most accepted algorithm: DES (Data Encryption Standard) uses for SET (64-bit key)

problem: transmission of key

* public key encryption (asymmetric encryption)

public (known to all authorized users) and private key (known to owner)

private key: generated at owner’s computer

sender encrypts message with the receiver’s public key (delivered in advance)

message can only be decrypted by with receiver’s private key

most popular algorithm: RSA (Rivest, Shamir, Adelman) with various key sizes 

usually used to transmit secret key of DES algorithm (DES is more efficient and faster for encryption and decryption

* digital signature

used for authentication of senders by applying public key cryptography in reverse

sender encrypts message with private key > anyone with public key can read this > receiver can be sure sender is author of message

attached to messages, like signature

* message digest

message needs to be normalized to predetermined length of 160 bits by hashing

certificates

identifying certificate that is issued by a trusted third-party CA (Certificate Authority)

includes: serial number, name of owner, owner’s public keys (one for secret key exchange as receiver and one for digital signature as sender), algorithm that uses these keys, certificate type (cardholder, merchant, payment gateway), name of CA, CA’s digital signature

CA

body, public of private, that seeks to fill the need of trusted third-party services in EC

issues digital certificates that attest to certain facts about the subject of the certificate

CA may be certified by another trusted CA, making a hierarchy of CAs

credit cards: CCA (Cardholder Certificate Authority) issues certificate to cardholders, MCA (Merchant Certificate Authority) to merchants who operate e-stores, PCA (Payment Certificate Authority) to payment gateway service providers

CAs need certificates from nationally designated CA GCA (Geopolitical Certificate Authority)

international exchange of certificates: BCE (Brand Certificate Authority)  certifies GCA

single RCA (Root Certificate Authority) certifies BCAs

cross-certification among CAs is becoming popular for international EC

digital envelope

process of encrypting a secret key (DES) with the receiver’s public key

DES key should be opened first to decrypt the message contents with the key

transaction certificate: attest to some fact about the conduct of a transaction that can be used to prevent repudiation - niet erkennen
time stamp: cryptographically enforceable digital attestation that a document was in existence at a particular time

CA keeps these evidences a CA’s computer upon request of customers

security requirements:

- digital signature assures sender’s authentication and nonrepudiation

- at receiver’s site the received message is hashed to generate message digest and the digital signature is hashed to generate another message digest > compare > okay: integrity can be assured

- DES algorithm with RSA from digital envelope assures secure encryption

- receiver’s certificate (with secret-key exchange key) assures receiver’s authentication and nonrepudiation

- transaction certificate and time stamp stored in third-party CA is third-party evidence of authentication and nonrepudiation for both sender and receiver

SSL (Netscape)

S-HTTP: secure-HTTP applies SSL between web servers and browsers

message exchanges:

1 S: message is hashed to message digest

2 message digest is encrypted with private signature key (RSA) > digital signature

3 digital signature + Ss certificate are attached to original message 

secret key (DES) encrypts bundle with the key

4 symmetric key is encrypted with Rs public key (from Rs certificate, received in advance) > digital envelope

5 encrypted message + digital envelope are transmitted to Rs computer over internet

6 digital envelope is decrypted with Rs private exchange key

7 restored secret key used to decrypt the delivered message to the message, digital signature and Ss certificate

8 to confirm integrity the digital signature is decrypted by Ss public key (from Ss certificate), obtaining the message digest

9 delivered message is hashed to generate a message digest

10 both message digests are compared whether there was any chance during transmission > confirms integrity

electronic cc system on internet

players:

- cardholder

- merchant 

- card issuer (bank)

- acquirer (bank that establishes accounts for merchants and acquires vouchers of authorized sales slips)

- card brand (association of issuers and acquirers) 

process of using cc

1 issue card

- potential cardholder requests an issuing bank an issuance of a card brand

- issuing bank approves or denies

- approved > card is physically delivered by mail

- card is activated after call to bank and signing of the back of the card

2 cardholder shows card to merchant

3 merchant asks permission from brand company > paid by credit > merchant keep sales slip

4 merchant sells slip to acquiring bank and pays fee for the service (capturing process)

5 acquiring bank requests brand to clear for the credit amount and gets paid > brand asks for clearance to the issuer’s bank

6 amount is transferred from issuer to brand

same amount is deducted from the cardholder’s account in the issuing bank

>> traditional: partly automated (printed paper - mail, telephone calls)

>> internet: SET!

SET (made by VISA and MasterCard)

same security requirements as SSL: authentication, encryption, integrity, nonrepudiation

addition to SSL: defines message format, certificate format, procedure of message exchange

entities:

- cardholder

- merchant

- CA

- payment gateway (connect internet and proprietary networks of banks)

(roles issuer, acquirer and brand are beyond SET protocol specs)

each entity needs own certificate:

consumer: keep certificate in computer in electronic (digital) wallet or IC card

interoperability cardholder’s digital wallet <> merchant’s software is essential (SETCo as to test operability)

where to store keys?

computer cardholder: only to be used at that computer

IC card: any computer with card reader

integration smart card <> SET: C-SET (Chip-SET), SET version 2, smart-SET 

SET: perfect solution for secure electronic payments

SET hides cc information from merchant and banks > more privacy (dual signature)

SSL: less perfect but used widely adopted

EFT 

EFT existed before internet commerce (over VANs - higher security than internet)

customer can use ATM (Automatic Teller Machine flappentap), PC or telephone terminal

internet is charge-free > popular medium for EFT

debit cards (check card)

card that authorizes EFT

(cc: pay later <> db: pay now - amount is immediately deducted form hour checking of savings account

you can spend only what you have on your bank account

advantages:

- obtaining db is easier than obtaining cc

- db doesn’t show personal information (written checks do)

- db frees you from carrying cash, checks etc

- merchants accept db more readily than checks, especially in other countries

for customer less advantages (less protection, returning goods is treated as paid with cash, but no fee is charged to merchant)

b2b: cc is too expensive > db is good alternative

db card is used on internet like cc, certificate can be shared with cc and can be stored on computer or IC card

financial edi

edi used for financial transactions

standardized way of exchanging messages between businesses > EFT can use financial EDI system

combi with SSL or extranets

e-cash”

benefits:

high fees for small payments are avoided (micro payments) / anomity /convenience / support for multiple currencies 

popular on IC-card (smart card, 1970) but now also on internet

smart cards

plastic card with magnetic stripes with personal identification numbers or cash or programmable functions

can be depleted or recharged (now: separate e-card for each apps, rechargeable at designated locations - future: pc or internet)

pin code

design e-cash system

* electronic money with a unique value and identification number

Digicash: electronic bills with unique identification 

problems:

- used bills traced by Digicash > each payment transaction is reported to  bank > more expensive

- conflict with bill issuance of central bank

* stored value cards

no issuance of money

card is vehicle of cash in electronic form (prepaid card)

anonymous (transferable from one person to another) or ominous

on internet without IC card

NL: chipknip (Interpay)

closed <> open e-cash system

closed: value in IC card can only be recharged from a bank’s account / used money will be transferred to receiver’s bank account

no direct transfer between cards

open: allows direct transfer between cards (problem: money laundering)

contact <> contactless IC cards

* contact: activated by card reader

* contactless: remote-sensing IC cards - accessed without physical contact

- proximity card: up to one foot of the reader (access buildings, paying fares)

- amplified remote-sensing card: short-range dedicated card - up to 100 feet (tolling moving vehicles) 

>> sometimes proximity and remote-sensing combined in one IC card (hybrid) - no shared memory

>> for recharging remote cards > combination uses contact and contactless IC card > combi-card - shared memory

integrating internet and non-internet payment systems

critical deficiency current cyber banks: cash can’t be delivered at home

> rechargeable through internet or non-internet environment

now: recharge through internet, use on internet or real life

abuse / illegal transfer of money > maximum amount on card is limited

now: cross-border payments in local currency

future: conversion possible

e-check systems: electronic implementation of paper check system

features: encryption, digital signature, certificates

security schemes same as for SET / usage procedures different / circulation time short like EFT

most important in B2B > highly secure system needed for large payments

electronic checkbook: stores cc certificates and e-cash - needs to be integrated with accounting information system (back office)

of business buyers and payment servers of sellers

invoice and receipt of payment need to saved in buyer’s and seller’s computers

transaction and time stamp: trusted third party

prevention of ill-intentioned check issuance > better than with paper checks

integrating payment methods

same characteristics > consolidation

* online e-check >< EFT

* e-check with designated settlement date >< electronic cc

battle for more economical and secure payments in cyberspace

one-card systems: onymous and anonymous mode in one card / multiple certificates and e-cash (risk of loosing card!)

managerial issues
- security solution providers: cultivate the opportunity of providing solutions for secure electronic payment systems, typically authentication, encryption, integrity, nonrepudiation

- electronic payment systems solutions providers: offer various types of electronic payment systems to e-stores and banks (SET with smart cards)

- electronic stores: select appropriate set of electronic payment systems, also traditional payment

- banks: develop cyber banks compatible with various payment systems, consistent standards in certificates and stored-value-card protocols

- cc brand companies: develop standards like SET and watch acceptance / balance security with efficiency / replacement SSL with SET / combine cc with open or closed stored-value card

- smart card brands: develop business model in cooperation with apps sectors and banks / standards / business model: what is adequate number of smart cards for user?

- CA: identify types of certificates to be provided

banks and cc companies consider to become CA

chapter  10

contractual issues in EC

- software licenses

- copyright (software piracy / intellectual property)

EC very new > legal, ethical and other public policy still evolving

legal and ethical issues:

- privacy

- intellectual property (inexpensive to copy and disseminate digital information / who is using what an how?)

- free speech (internet: largest opportunity even for free speech)

- taxation (sales taxes / collision between federal and state legislation possible / different countries have different tax laws)

- consumer protection (misinterpretation, fraud)

- other legal issues (validity of contracts, jurisdiction over trades, encryption policies and gambling)

- legal issues versus ethics 

not legal: break the law

unethical: maybe not breaking the law

IT: not always clear what is illegal / ethical issues are debatable

ethical issues

ethics: brand of philosophy that deals with what is considered to be right and wrong

what is unethical depends on organization, country, and specific circumstances

EC > new ethical situations: monitoring e-mail

organizations develop own ethical codes (collection of principles intended as a guide for its members)

diversity EC apps / increased use of technology > new ethical issues

categories ethical issues (Mason & Mason 1995)

- privacy (collection, storage and dissemination of information about individuals)

- accuracy (authenticity, fidelity, accuracy of information collected and processed)

- property (ownership and value of information and intellectual property)

- accessibility (right to access information and payment of fees to access it)

privacy: right to be left alone and the right to be free of unreasonable personal intrusions

information privacy: claim of individuals, groups, or institutions to determine for themselves when, and to what extent, information about them is communicated to others

built-in protection against misuse of information: complexity of collecting, sorting, filing and accessing information manually > too expensive

now we have hard- and software to access information

privacy issues holds back growth of EC

major sources of information: 

* self-registration

registration questionnaires

- running business

- sold to third party (sometimes unknown party)

- used in inappropriate manner

only 6% fills out forms when asked, half with falsified information

* cookies

piece of information that allows web sites to recorded one’s coming and goings (temporary identity)

remain user state across HTTP   connections> web sites ‘remember’ user preferences, surfing patterns and passwords

deliver simple data > request that user stores it > return information to web site

- personalization

- simplify the way popular links or demographics are tracked

- keep sites fresh and to user’s interests

cookies record private information, more accurately than self-registration (no falsified information)

no cookies:

- delete cookie files (all or selective)

- anticookie software

- browser can warn cookies or hold all cookies without warning

how is private information collected?

- newsgroup posting

- internet directories

- make browser record information

- recording what browser say about you

- e-mail

privacy protection guidelines for collection and dissemination of personal information

- notice / awareness: customers are given notice of information practices prior to collection of information > informed decisions about type and extend of disclosure based on the intentions of the party collecting the information

- choice / consent: user must be aware of how their information is used or secondary used / opt-out > no action equals consent / opt-in > allow collection of information

- access / participation: customer must be able to access personal information and challenge its validity

- integrity / security: customer must be assured that information is secure and accurate > protected from loss, unauthorized access, destruction, fraudulent use, gain information from reputable and reliable sources

- enforcement / redress: method of enforcement and remedy (government intervention, legislation for private remedies, self-regulation)

protecting your privacy:

- think before give personal information

- track the use or your name

- keep newsgroups posts out of archives

- use anonymizer when browsing

- no cookies

- use anonymous remailers

- encryption

- reroute mail away from your office

- privacy policy ISP / employer

anonymizers

intelligent agents who can protect your information

legislation

USA has legislation and organizations to protect consumer’s information

helps make customers feel confident about privacy issues > necessary for EC

audit FTC (Federal Trade Commission) on 1400 USA web sites

- notice

- choice

- control

- verification

- recourse

conclusion: very poor!

business prioritize profits rather than change strategy to reduce customer’s privacy concerns’

> some groups advocate self-regulation in an attempt to facilitate EC

EPIC (Electronic Privacy Information Center) Washington 1994 

focus public attention on emerging civil liberties issues and protect privacy etc

regulation to restrict cookies

electronic surveillance: monitoring computer users (employees)

a lot of information of consumers is databases in many places

concerns: when released? where are the records? are they accurate? how is data used? to whom sold? how secure is it? 

databases in many places  lead to inaccurate, not up-to-date or insecure data

privacy policies (codes): help organizations avoid legal problems

intellectual property

intangible property created by individuals or corporations, which is protected under copyright, trade secret and patent laws

copyright: statutory grant that provide the creators of intellectual property with ownership of it for 28 years

entitled to collect fees from anyone who wants to copy or use it

US Federal Computer Software Copyright Act: protects for source and object codes > what is eligible to be protected?

trade secret: intellectual work, company secret, not based on public information

patent: document that grants the holder exclusive rights on an inventory for 17 years

copyright

uniqueness of the internet: copyright laws need to be changed to reflect uniqueness of internet (vast copying machine for pirated software)

old laws that are used are written for physical products, not for digitized software > 

opponents: right to listen, read, research without having to pay

code could prevent sampling from larger works > ban on digital watermarks and validation code could set back growth of internet

methods to protect intellectual property

- personalized products

- frequent updates

- making window of possibility narrow (?)

- offering freeware

issue: who owns information? (often a lot of people worked on it)

practical methods

* watermarks: embedded invisible marks that can be represented by bits in digital content

hidden in source data, inseparable from data

can’t prevent copying > help identify who is passing it round

individual does not benefit from unauthorized software > possible harm to developer

limited copying is not prohibited by the NET act / fair use > important for learning purposes

ISPs: protects IPSs from liability

international aspects: international treaty / database treaty

domain names

- should top-level names be added

- trademark names by companies that belong to other companies

NSI (Network Solutions Inc) > contracted by US government to assign domain names (also for rest of world)

end monopoly NSI > registration prices drop

free speech <> government censorship

censorship: government’s attempt to control the material broadcast on internet

then: free speech for few, rich, powerful people

now: on internet free speech equally for many

problem: how to limit free speech

limitation: obscene material / compelling government interest

protecting children

- children see inappropriate material

- merchants solicit information from children

approaches:

- responsibility parents

no governmental interference except for obscenity and child pornography

- responsibility government

legislation for schools and libraries to use filters

- responsibility ISPs

filters made by ISPs, input by members

USA: bill that provide protection but don’t clash with first amendment

- Child Online Protection Act: verify age before showing online material harmful to minors (cc number / access number)

parental consent prior to collecting personal information from a minor

- Family Friendly Internet Access Act: ISP offer screening software to filter 

- Internet Protection Act: limit state and federal regulation / prohibit ISPs from providing accounts to sexually violent predators

- Internet School Filtering Act: limit access to inappropriate material by using blocking software > also blocks good information > control is given to government instead of educators (whitelists, blacklists, word blocking, blocking entire areas)

controlling spam (junk mail) up to 30% of all mail!

indiscriminated distribution of messages without permission or the receiver and without consideration for the messages’ appropriateness

Electronic Mailbox Protection Act: commercial speech is subject to government regulation / spamming that causes harm should be controlled

spam limits bandwidth > slowing internet > shutting down ISPs > spam should include name and valid routing information / recipients should be able to waive receiving spam / ISPs should offer spam-blocking software / recipients should be able to terminate future spam - civil action

Unsolicited Commercial Electronic Act: spam should begin with ‘advertisement’ and contain name, address, telephone number

Netizens Protection Act: include e-mail in Telephone Consumer Protection Act (unless preexisting relationship or receiver request information)

spamming cost consumer time and money

how to cut spamming:

- do not validate address by replying spam to be taken off mailing lists

- disable relay feature on mail servers

- delete spam

software: message filters

block banner ads / protect from cookies

intelligent agent can watch your computer and learn from your behavior

taxation policies

important: growth of EC

fairness of competition

problems:

- several tax jurisdictions may be involved (domestic / international)

- identity of parties involved

- transaction verification

- tax havens

- offshore banks

is it the government’s responsibility to protect old industries?

apply mail-order tax to EC?

encryption policies

- makes EC secure

- protection for copyrights

then: no export of 56 and 128 bits keys (endanger national security in US / key recovery for third party)

now: export in specific circumstances

* DES (Data Encryption Standard)

published federal encryption standard created to protect unclassified computer data and communications 

56 bit keys 

incorporated in industry and international standards

too insecure for today’s EC?

- law enforcement plea (control the through audit trail for release of new keys)

- first amendment right (software is ‘speech’ and must be protected by encryption)

- business view (growth in the industry by better encryption and testing of encryption)

>> national security <> promotion EC by offering strong encryption

other legal issues:

- rules for contracting etc when business is done in several states / countries

- how to control gambling (taxes)

- electronic docs evidence in courts of law

- time differences

- digital signature legal

- multiple networks / trading partners makes documentation of responsibility difficult

- liability for errors, malfunction of software, theft, fraudulent use of data are difficult to prove

- misrepresentation

- distributed storage of data

- audit standards for online corporate reports

- money laundering (smart cards)

- jurisdiction over EC transaction

- can one link to a web site without permission

electronic contracts

basic elements contract:

- offer

- acceptance

- consideration

>> difficult to establish with electronic contract

shrink-wrap agreements for licenses (top box licenses) appear in/on packages > open package > user is bound to license (even if he not read agreement or used product)

click-wrap contracts: derived entirely over the internet (button ‘I agree)

intelligent agents: contracts can be performed without human involvement

gambling

electronic gambling difficult to regulate due to fact that individuals can have better techniques than officials

illegal except for minimal amounts

online casinos: all normal risks + accessibility by minors or individuals with diminished capacities > self-regulation

tax

fraud

- online auction fraud

- internet stocks fraud (false rumors about companies, untrue information etc)

- other financial fraud (bogus investments, phantom business opportunities etc)

financial criminals have access to a lot of people through the internet, mainly by e-mail

 - other fraud in EC (bad products, not get them in time, pay for things that would have been paid by the seller)

consumer alerts: dirty dozen (12 scams most likely to arrive by spam

protect against EC fraud / safe electronic shopping

- reliable brands

- call up

- chamber of commerce

- security site

- money back / warranties / service agreements

- compare prices

- ask friends

- what to do in case of dispute

- consult organization for information about fraud

- consult site for consumers

- shopper’s rights

third party services

- TRUSTe’s trust mark

- BBB (Better Business Bureau)

- Online Privacy Alliance

biometric controls

buyer and seller don’t see each other

videoconferencing: is you do not know someone, you must verify authenticity

- exams

- payment fraud 

- buyers will be sure who sellers are / vv

- only authorized personnel can place purchasing orders

- interviews for employment, possible marriages / matching

- trust in partners and EC will increase

biometric controls: match every valid user with UID (Unique User Identifier)

UID: 

- provide something only user knows (password)

- present something only user has (smart card / token)

- identify something only user is (signature, voice, fingerprint, retinal scan > biometric controls)

def: automated method of verifying identity of a person, based on physiological or behavioral characteristics

- face geometry (photo - not for identical twins)

- fingerprints (fingerscan)

- hand geometry (fingerlenght and thickness)

- blood vessel pattern in the retina 

- voice (voiceprint)

- signature (can supplement photo-card ID)

- keystroke dynamics (match of person’s keyboard pressure and speed)

- others (thermography, PIN, iris scan)

seller’s protection

fraud easier on internet because of anonymity

- customers that deny order

- download copyrighted software > sell to others

- being paid 

- use of their names

- use of  unique slogans and trademarks

managerial issues

- what is ethical in which countries / some countries have little legislation

- don’t ignore privacy or ethical issues

- EC will impacts whole organization

- typical points for ethics or privacy policy

  - allow employees to have web pages on the intranet

  - offensive content / graphics / proprietary information

  - policy should make employees think about which information should be on the web site

  - web content policy must be consistent with other company policies

  - policies múst look like simple rules of etiquette

- warnings:

  - have attorneys review the site

  - written policy guidelines about employee use of the internet’

  - don’s use copyrighted material without permission

  - post disclaimers for content and code

  - post disclaimers of responsibility for content of forums and chat 

  - web content and activity must comply with laws in other countries

  - monitor internet legal and liability issues

de Europese situatie

btw

gestandaardiseerde software: massaal geproduceerd

specifieke software: lost bepaald probleem bij individu op

raadplegen web sites

btw afhankelijk van vestigingsplaats verkoper (niet europees > EU-lidstaat registratie)

bedrijven betalen btw-tarief vestigingsplaats koper

particulieren betalen btw-tarief vestigingsplaats verkoper

product is dienst als het online geleverd wordt en fysieke goed als het per post geleverd wordt

* relationele privacy: mate waarin een consument bereikbaar wil zijn voor organisaties

lijst: lijst telefoonnummers van consumenten die niet benaderd willen worden door organisaties (ook voor fax, mail en e-mail)

* informationele privacy: controlemogelijkheid van een individu op de eigen persoonsgegevens

transparantie in doeleinden verzamelen, verwerken en vercommercialiseren van consumenteninformatie > privacyverklaring web site

EU heeft minimumniveau van privacybescherming ivm internationaal verkeer bij EC

risico’s van verbod op grensoverschrijdend  verkeer en concurrentievervalsing door zaken in landen met lagere kosten onder te brengen worden zo vermeden > geen rem op EC

tegenstanders: data-intensieve hoek en Amerikaans Congres

dataprotectierichtlijn: 

- harmonisatie van de regulering van dataverwerking en van de bescherming van der persoonlijke levenssfeer binnen de grenzen van de Europese markt

- individu waarvan de gegevens verwerkt worden meer kansen geven om geïnformeerd te zijn over de verzameling, verwerking, gebruik en doorgifte van data die erop betrekking hebben

- aan het datasubject worden meer mogelijkheden geboden zich te verzetten tegen bijvoorbeeld het gebruik van persoonsgegevens voor direct-marketing-doeleinden

datasubjectgeorienteerd (consumentenorg: pro - organisaties die persoonsgebonden data verwerken: contra (duurder))

prive-gebruik valt buiten toepassingsgebied richtlijn

* basisprincipes:

- verantwoordelijke is eigenaar data 

- verwerker is degene die de gegevens verwerkt

- verwerking is elke bewerking van persoonsgegevens 

- bestand is gestructureerd geheel van persoonsgegevens van datasubjecten

- datasubject is de natuurlijke persoon die drager is van de data

- persoonsgegevens zijn alle gegevens betreffende een geindentificeerbaar persoon

- derde is iemand die geen band heeft met verantwoordelijke (ander bedrijf dus bv)

- ontvanger is aan wie de gegevens verstrekt worden

- toezichthoudende autoriteit is de autoriteit (kunnen er meer zijn) binnen elke lidstaat die belast is met controle op de toepassing van de bepalingen die door de lidstaat zijn geformuleerd ter uitvoering van de richtlijn

- derde landen zijn landen die geen lid zijn van de EU

* wanneer mag men gegevens verzamelen:

- toestemming betrokkene

- noodzakelijk voor uitvoeren overeenkomst

- wettelijke verplichting

- bescherming vitaal belang betrokkene

- taak van algemeen belang / uitoefening openbaar gezag

- gerechtvaardig belang verantwoordelijke 

* welke gegevens niet:

- raciale of etnische afkomst

- politieke opvattingen

- godsdienstige of levensbeschouwelijke overtuiging

- lidmaatschap vakvereniging

- gezondheid

- sexualiteit

>> tenzij betrokkene instemt, arbeidsrecht, medische noodzaak of non-profit verenining 

>> niet aan derden doorgeven

* plichten verantwoordelijke:

- finaliteitbeginsel: 

  - specifiek omschreven doelen

  - toereikend, niet overmatig, nauwkeurig

  - betrokkene moet geidentificeerd kunnen worden door data

  - niet langer bewaren dan noodzakelijk voor het doel

- voldoende beveiligen

- gebruik vertrouwelijk laten gebeuren

- verwerking aangeven bij toezichthoudende autoriteit (NL: registratiekamer BE: Privacycommissie)

   - openbaar register van verwerkingen dat open staat voor individu

  - database maakt controle mogelijk op toelaatbaarheid van verwerkingen

rechten betrokkene:

- recht op informatie

- recht op inzage

- recht op verbetering

- recht op verwijdering

- recht op verzet (gewichtige zwaarwegende redenen > verzetten tegen verwerking)

verzet mogelijk tegen DM (kosteloos)

betrokkene heeft recht ingelicht te worden bij eerste verstrekking gegevens aan derde voor DM

verstrekken gegevens

- gegevens zijn bij betrokkene zelf verkregen

identiteit verantwoordelijke, finaliteit, ontvangers gegevens, recht op inzage, verbetering en verzet, verplichting in te gaan op vraag naar gegevens en consequenties

- gegevens zijn niet direct bij betrokkene verkregen

identiteit verwerker, doel verwerking, betrokken gegevenscategorieen, ontvangers data, rechten datasubject 

data wordt door betrokkene verstrekt: verantwoordelijke informeert datasubject

data wordt van andere org betrokken: nieuwe eigenaar informeert datasubject

- datasubject heeft recht inzage uitgeoefend

vragen van individu om informatie over gegevens

schade aan datasubject: verantwoordelijke blijft aansprakelijk

zelfregulering: gedragscodes, specifiek volgens kenmerken sectoren (logo op web site)

kopen op afstand

minimumniveau van consumentenbescherming

opt-in nodig:

- fax

- oproepautomaten (belmachines)

- sommige landen ook e-mail

voor afsluiten overeenkomst:

- identiteit leverancier

- kenmerken product / dienst

- prijs, incl alle belastingen

- wijze van betaling, levering of uitvoering overeenkomst

- bestaan herroepingsrecht

- kosten gebruik communicatie, anders dan basistarief

- geldigheidsduur aanbod / prijs

- minimum duur overeenkomst

verstrekken informatie op aangepaste wijze via medium en schriftelijk

levering binnen 30 dagen of klant informeren, ev geld terug of product gelijke kwaliteit / prijs indien volgens overeenkomst

herroepingsrecht (bedenktijd)

binnen 7 dagen zonder opgave reden en boete product retourneren

verzendkosten voor rekening koper

- producten binnen 7 dagen na ontvangst

- diensten binnen 7 dagen na afsluiten overeenkomst

>> of dag waarop informatieverplichting is voldaan > zo niet: 3 maanden

niet voor:

- diensten waarvan uitvoering voor einde 7 dagen termijn is begonnen

- goederen / diensten waarvan prijs schommelt

- product volgens specificaties klant gemaakt / persoonsgebonden zijn

- niet terug te sturen producten 

- bedervelijke of verouderende producten

- kranten / tijdschriften

- weddenschappen en loterijen

- audio- en video-opnamen en computerprogrammatuur waarvan verzegeling is verbroken

chapter 11

EC sites (b2b / b2c) are all based on same protocols > challenge is business aspects instead of technical aspects

attention for customers and convenience of the site is often more important as technique

brand awareness > become member of shopping site that connects brands

physical structure of internet

- interconnected backbones with international reach

run by NSPs (Network Service Providers)

- multitude of access/delivery sub networks

provided by local and regional ISPs

ISPs exchange data with NSPs at NAPs (Network Access Points)

- thousands of private and institutional networks connecting servers

example: request user at computer > ISP network > one or more backbones > ISP network > computer containing requested information

response goes same way back

no preset route - packets take different routes (determined by routers with updateable maps of the network)

internet: no charge!

business reluctant to trust a chaos that works because of de facto agreements about the protocols with a voluntary organization (IEFT) that is responsible for developing internet specs and standards

protocol: set of rules that determine how two computers communicate with each other over a network

internet protocols design principles:

- interoperable: computers and software from different vendors

- layered: TCP/IP architecture (physical > network interface > internet protocol > transport  (TCP / UDP) > application (FTP, HTTP, telnet etc)

- simple: layers have limited functionality / underlying functionality is hidden from higher layers

- end-to-end: interpretation of data happens on application layer (sending and receiving site) and not at the network layers

TCP/IP

only thing every computer on internet shares in common!

TCP: reliable communication / acknowledgements / retransmission / packets labeled with address of sending and receiving computers

IP: formats packets and assigns addresses

now: IPv4 with 32 bits long, four sets of numbers separated by periods: dotted quad addressing (assigned by Internet Network Information Center  - InterNIC) 

block assignment of addresses > reduces work routers > numbers will soon run out > Next Generation Internet Protocol (IPng)

IPng (IPv6): 128 bits addresses > enough for homes to have several addresses and interconnect and access pc’s and appliances

domain names

reference particular computers / segments separated by periods

- left: name specific computer

- right: top-level domain 

- between: sub domains

organized in hierarchical fashion

root domain > top-level domains > sub domains > computers

access to particular computer: domain name > conversion by DNS to numerical address

each organization has at least two DNSs (primary / secondary)

if a pr or sec DNS can’t resolve name > root server > appropriate top-level server

IANA (Internet Assigned Numbers Authority) controls DNS system

NSI (Network Solutions Inc.) issues and administers domain names for most top-level domains

names must be unique > problem: several companies have the same name

issuance of names: first-come, first-serve > applicant must affirm the legal right to the name > earliest trademark wins

internet client/server apps

lower TCP/IP protocols are transparent to users but interact with c/s apps

classes:

* client software: on user’s computer, providing navigation and display

* server software: on server, providing back-end data access services

c/s apps:

- e-mail: SMTP, POP3, MIME

- file transfer: FTP

- chat: IRC

- news (usenet): NNTP

- world wide web: HTTP  

c/s apps:

internet traffic grows quickly / more multimedia apps > internet will slow down > internet2

internet2: based on series of interconnected gigapops > interconnected by NSF (National Science Foundation) vBNS (very high performance Backbone Network infrastructure

migrate from IPv4 to IPv6

goal internet2: connect universities (quick transfers, distance learning, digital libraries, video conferencing, teleimmersion (?) and collaborative tools and virtual laboratories

government-initiated NGI (Next Generation Internet): NSF / DARPA etc 

goal NGI: support health care, national security, energy research, biomedical research, environmental monitoring

bandwidth among IPSs, IAPs and NAPs will impacted, ‘last mile’ to homes and business will not

web-based c/s

WWW dominates internet / EC is c/s web-based with web browsers and web servers to locate each other and communicate > urls / HTTP 

syntax url: access-method://server name[:port]/directory/file (access method: HTTP , ftp, gopher, telnet)

click on hyperlink > GET url (hypertext page) > connection closed

HTTP: lightweight, stateless (each request is new connection that is closed after document is returned > server can’t maintain state - problem for EC), 7 commands (GET / POST most important)

MIME (Multipurpose Internet Mail Extension) : describes the contents of the document > browser knows how to display it, maybe with a helper app

browsers

then: thin clients

now: suite of functions and features

Netscape and Explorer support different standards for features, which are often incompatible > problem > lowest common denominator

web server

software program that services HTTP  requests

unix: HTTP  daemon / Windows: HTTP  service

* functionality web servers

- service HTTP  requests

- access control

- run scripts and external programs to add functionality to web docs or provide real-time access to databases (scripts, CGI)

- management and administration for server functions and content

- log transactions users make > statistically analyzed 

* web servers can be distinguished by:

- platforms

- performance

- security (advanced authentication, access control by filtering IP addresses, encrypted data exchange)

- commerce (advanced services that support online selling and buying - shopping cars, catalogs)

commercial web servers

- Apache

free / on Windows NT and Unix/Linux / support of lot of third-party tools

requires lot of experience > commercial version

- IIS

free / Windows NT / easy to install and maintain / app development environment  / ASP support / app programming interface (ISAPI) / runs on inexpensive hardware / good performance

- Netscape’s  Enterprise Server

runs on Windows and Unix / costs $1000 / sites with large number of hits / easy to install and maintain / many features for publishing and access control

usage survey: netcraft.com

security

- authenticity: is the sender who he claims to be

TCP/IP can use passwords or screen IP addresses / can’t verify if a packet comes from a particular domain

- privacy: contents known only to sender and receiver / breaches during and after transmission

risks: web statistics, cookies, freely provided information by users

- integrity: contents is modified during transmission (intentionally of accidentally)

packets (plain text) can be captured and modified while on route

- nonrepudiation: can sender deny sending message

ISP logs IP addresses / signatures

encryption

- plaintext (original message, human-readable)

- cipher text (encrypted plaintext message, unreadable)

- encryption algorithm (mathematical formula used to encrypt plaintext into cipher text and vv)

- key (secret key used to encrypt and decrypt messages - different keys produce different cipher text using the same algorithm

encryption also for binary information

algorithm is know > still secure because key is not known

key can be guessed (brute force) > longer keys are more secure

computers get better performance or are used with parallel processors

useful life of data determines length of key

* private key encryption (symmetrical): one key (DES - 56 bits keys)

problem: key must be agreed upon in advance

* public key encryption (asymmetrical): pair of keys (public and private key) (RSA 512 to 1024 bits keys)

public key available to anyone - private key used to decrypt

problem: speed > combination of private / public encryption (digital envelope > use public encryption to send symmetrical key to message recipient > message is encrypted with symmetrical key  - session key)

digital signatures

message is from who you think it is / person can’t deny sending it

based on public key encryption

messages encrypted with private key can only be decrypted with public key

sender creates phrase > encrypts it with private key > attached to message > combined message and phrase is encrypted with recipient’s public key > receipt: message decrypted with recipient’s private key > phrase is decrypted with sender’s public key > successful: okay 

problem: private key can be stolen > digital certificates

digital certificates (IETF X.509 standard)

where does the public key comes from?

CA issues certificates: send private key and identifying information to CA > CA verifies information > creates certificate that contains public key and information - CA uses private key to encrypt certificate > sends certificate to applicant > recipient can send signed certificate to senders > sender uses CA’s public key to decrypt certificate > sender uses embedded public key recipient to encrypt message (public key of CA must be known in advance)

public key infrastructure 

- site certificates

- personal certificates

- software publisher certificate

CA’s issues different classes of certificates

- class 1: e-mail address is checked

- class 2: cc is checked

- class 3: notarized docs

SSL

send cc numbers securely

no validity check or authorization of cc by bank or processing of order

SET handles complete transaction (authentication, confidentiality, message integrity, linkage, public and private key encryption

features:

- cardholder registration

- merchant registration

- purchase requests

- payment authorization

- payment capture

- charge backs

- credits

- credit reversal

- debit card transactions

works with wallet software

firewalls

network security important: outsourcing web site hosting

passwords are used to secure most apps but are insecure

def: network node consisting of hardware and software that isolates a private network from a public network

types:

- dual-homed gateways: bastion server connects private network to outside internet

two network adapters: packets from one adaptor are not relayed to the other adaptor

proxy programs run on gateway and send repackaged packets from one network to the other

proxy of every internet service

controls inbound and outbound traffic

- screened host gateways:

network router controls access to bastion gateway

router ensures all traffic passes through bastion gateway

variant: screened subnet gateway (bastion gateway offers access to small part of internal network (demilitarized zone) 

no way for outside traffic to gain access to any other host on the internal network

packet filters: rules that accept or reject incoming packets bases on source and destination IP address, port numbers and packet type

also reject packet from outside that claims to come from inside

no proxy for particular app > default access control packet filtering

VPNs

secure access to data normally accessed over LAN (remote - mobile users)

traditionally: though modem or RAS (Remote Access Server)

little risk of eavesdropping / expensive

VPN less expensive

combi encryption, authentication and protocol tunneling > secure transport over public internet

site-to-site connectivity (branch to headquarters, to suppliers and distributors etc > extranet)

confidentiality / integrity > protocol tunneling > data packets are encrypted and encapsulated into IP packets  > transmitted over internet > decrypted by special host or router at destination

multiprotocol networking > IPv6 tunneling (based on AH/ESP (Authentication Header Protocol / Encapsulating Security Protocol) on the fly encryption and encapsulation)

MS PPTP (Point to Point Tunneling Protocol) extension to PPP (Point to Point Protocol) ISP must support PPTP / Windows-based

L2TP (Layer 2 Tunneling Protocol) also not Windows-bases systems

telecom carriers also offer VPN services on their own networks

selling on the web

open foundation for creating web sites: TCP/IP, web servers, encryption, firewalls

* storefront:

- find products

- select product / negotiate price

- place order

- have order confirmed / product available

- pay

- have order processed

- verify product has shipped

- request post sales support / provide feedback to seller

* interrelated systems:

- merchant system (catalog)

- transaction system (processing orders and payments)

- payment gateway 

EC solutions: outsourcing <> insourcing

company size / experience with EC and web / capabilities of IT staff

small/medium size / small budget / large companies who want to experiment with EC / protect internal network / rely on experts > assume control later: outsource

* type of providers:

- internet malls: same look and feel for all shops in mall / cross-selling / common payment structure with single cc purchase to buy from multiple stores / wider marketing reach > more traffic / disadvantage: costs / mall designs pages

- ISPs: host services for EC / focus on secure transaction environment instead of content > merchant (or third-party) designs own pages 

- telecom companies: hosting services include full range of EC solutions

* building own site:

- from scratch

- packaged electronic catalog or merchant server solution

- high-end packaged EC suite

-- experienced staff: standard components, software languages, third-party APIs and subroutines (flexible / least expensive / false starts and wasted experience) > customize packaged solution might be better

* packaged solutions / EC suite: in common:

- storefront setup

- product presentation

- order and purchase order processing

- payment processing

- support for third-party software

differences:

- amount of customization

- number of server components that must be integrated

electronic catalogs

merchant server software: inexpensive way to produce catalog

common features:

- templates / wizards for creating storefront and catalog pages with pictures

- electronic shopping carts

- web-based order forms for secure payments (SSL / SET)

- database for maintaining products descriptions and pricing, customer’s orders

- integration with third-party software for calculating taxes, shipping costs, handling distribution and fulfillment

single server for presentation, order processing and payment processing / single database 

electronic commerce suites

offer greater flexibility / specialization / customization / integration in supporting complete front- and back-office functionality

multiple servers and databases

primary functions:

- catalog /product merchandising: interactive catalogs that support personalization, dynamic pricing, personalized discounts and coupons, upselling / cross-selling pointing customers to alternative, complementary products, product comparisons, buyer assistance

- order management: capturing information required to place order, payment, shipping, inventory, taxation, billing, account management, definition of preferences

- fulfillment: multiple shipment / fulfillment solutions

- customer service: customers can edit profiles, review orders, review payment history

* end-to-end transaction services (OM-Transact)

- analysis and profiling

- demand generation 

- order management

- fulfillment

- payment

- serf-service

- customer service

- reporting

chatting (IRC) / forums (like usenet)

economic payoff from online communications

used in EC for:

- communication centers: meeting place, revenue: subscription fee / advertising

- customer service: customers chat with help-line staff or other customers

mostly organized as forums

- community discussion: marketing for community of loyal users

forums are easier to setup and maintain than chat > packaged systems

multimedia delivery

cable on demand: gauge willingness to pay for additional services > mostly flop

offering infrastructure for delivering a combi of audio, video, web browsing and internet telephone > mergers and acquisitions

web casting: delivering real-time web casts

internet-based broadcasting of audio and video content

constant stream of information, live, potential of two-way communication between broadcaster and listener/viewer

variety of content:

- text streams: text-only - banner ads / chat windows (news / price updates)

- ambient web casts: video content from web cam, delivered as single-frame updates transmitted at periodic intervals

- streaming audio: web radio from voice- to CD quality depending on bandwidth

- streaming video: varies in speed and quality, often small windows (1 frame every 2 sec)

  - small: talking heads 1 to 10 frames per sec / low quality audio (video conferencing: low quality video and not much movement)

  - quarter screen animation 

  - full screen video

necessary for web cast:

- client: special player

- server: specialized server

client links to web page which contains link to web cast > server sends metafile  to client with name of player, location web server and the name of web cast > metafiles invokes player > player establishes two-way communication > server begins streaming web cast

servers can import various file types but deliver proprietary formats

unicast: up to 1000 connections

multicast: much more

bandwidth requirements for streaming audio and video

internet is designed for fixed content (protocols / bandwidth)

bandwidth: speed over which can be delivered

modems can offer only low quality audio

internet telephones

programs that let you talk with other people using internet at low cost

PC-to-PC: caller en recipient are both required to have the same internet phone software + full duplex sound card, speakers, microphone, and an internet connection

software runs outside browsers and looks like a telephone

identified by e-mail addresses 

audio > packets > transmitted > packets > audio

- PC-to-phone: only caller needs to have internet phone software

- though internet gateway computer of provider to phones - packets are converted to voice at gateways > local call

- phone-to-phone: caller and recipient use regular phones

voice to gateway > at gateway converted into packets > gateway computer near recipient > converted into voice > recipient

v-commerce: EC and customer service based on speech recognition and voice commands

analyzing web sites

b2b and B2C need usage patterns of their sites

access log files: text files with one line for each entry > become big > report software

managerial issues

experiment with EC:

- think about business instead of technology

- in-house or outsource: sites for marketing are easy, online selling is complex (integration, security, performance)

in-house: more control

outsource: start small, grow bigger

- analyzing data: advantage for online marketing are the automated records with customer information

- security

- evolving web: web changes quickly > what is overall direction > which EC technology is flexible enough for change

